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Abstract

We carry out a systematic study of the GGH15 graded encoding scheme used with general
branching programs. This is motivated by the fact that general branching programs are more
efficient than permutation branching programs and also substantially more expressive in the
read-once setting. Our main results are as follows:

e Proofs. We present new constructions of private constrained PRFs and lockable obfus-
cation, for constraints (resp. functions to be obfuscated) that are computable by general
branching programs. Our constructions are secure under LWE with subexponential ap-
proximation factors. Previous constructions of this kind crucially rely on the permuta-
tion structure of the underlying branching programs. Using general branching programs
allows us to obtain more efficient constructions for certain classes of constraints (resp.
functions), while posing new challenges in the proof, which we overcome using new
proof techniques.

o Attacks. We extend the previous attacks on indistinguishability obfuscation (iO) candi-
dates that use GGH15 encodings. The new attack simply uses the rank of a matrix as the
distinguisher, so we call it a “rank attack”. The rank attack breaks, among others, the
iO candidate for general read-once branching programs by Halevi, Halevi, Shoup and
Stephens-Davidowitz (CCS 2017).

e Candidate Witness Encryption and iO. Drawing upon insights from our proofs and at-
tacks, we present simple candidates for witness encryption and iO that resist the existing
attacks, using GGH15 encodings. Our candidate for witness encryption crucially exploits
the fact that formulas in conjunctive normal form (CNFs) can be represented by general,
read-once branching programs.
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1 Introduction

Graph-induced graded encodings — henceforth called GGH15 encodings — were put forth by Gen-
try, Gorbunov and Halevi [GGH15] as a candidate instantiation of (approximate) cryptographic
multilinear maps [BS03, GGH13a], with the hope that these encodings could in turn be used to
build advanced cryptographic primitives whose security is related to the hardness of the learning
with errors (LWE) problem [Reg05]. In addition, following [GGH13a, GGH"13b], the same work
presented candidate constructions of multi-party key exchange and indistinguishability obfusca-
tion (iO) starting from these graded encoding schemes.

In the last few years, a very fruitful line of works has shed a great deal of insight into the use
of GGH15 encodings in two complementary settings: constructing security reductions from LWE
(partially validating the intuition in GGH15), and demonstrating efficient attacks. The former
include constructions of private constrained pseudorandom functions (PRFs) [CC17], lockable
obfuscation (aka obfuscating the “compute-then-compare” functionality) [GKW17a, WZ17] and
encryption schemes that constitute counter-examples for circular security [KW16, GKW17b]. The
latter include efficient attacks [CLLT16, CGH17] on the key exchange and iO candidates described
in [GGH15]. One of the key distinctions between the two settings is whether an adversary can
obtain encodings of zero from honest evaluations. For all the applications that can be based on
LWE, the adversary cannot trivially obtain encodings of zero; whereas the attacks apply only
to settings where the adversary can trivially obtain encodings of zero. There is much grey area
in between, where we neither know how to obtain encodings of zero nor are we able to prove
security based on LWE (e.g., in the setting of witness encryption).

This work. In this work, we explore the use of GGH15 encodings together with general (non-
permutation) matrix branching programs. In particular, we present (i) new constructions of pri-
vate constrained PRFs and lockable obfuscation from LWE, (ii) new attacks on iO candidates, and
(iii) new candidates for iO and witness encryption that resist our new attacks as well as prior at-
tacks. At the core of these results are new techniques and insights into the use of GGH15 encodings
for a larger class of branching programs.

Most of the prior constructions and candidates for the primitives we consider follow the tem-
plate laid out in [GGH "13b]: start with the class of NC! circuits, represented using permutation
branching programs, which are specified by a collection of permutation matrices {M; 5}, (h].b€{0.1}"
Computation in such a program proceeds by taking a subset product of these matrices, where the
choice of the subset is dictated by the input but the order in which the matrices are multiplied is
oblivious to the input. To cryptographically “protect” this computation, we will first pre-process
and randomize {M;;} to obtain a new collection of matrices {S;;}, and then encode the latter
using graded encodings. Functionality (e.g. evaluation in lockable obfuscation and iO) relies on
the fact that we can check whether some subset product of the S; ;’s is zero (or the identity matrix)
using the underlying graded encodings. Any security proof or attack would of course depend on
the class of matrices M, ,’s we start out with, and how the Si,bls are derived.

Beyond permutation matrices. From a feasibility point of view, working with permutation ma-
trices is without loss of generality. We know that any NC! circuit (or even a logspace computation)
can be represented as a permutation matrix branching program [Bar86]. Moreover, any general
branching program, where the underlying matrices are possibly low-rank, can be converted to a



permutation branching program with a polynomial blow-up in the number and dimensions of
these matrices. Nonetheless, there are advantages to working with more general, not necessarily
permutation or full-rank, branching programs:

e The first is concrete efficiency. For instance, representing equality or point functions on ¢-bit
string would use O(¢?) constant-width matrices with permutation branching programs, but
just 2¢ width-one matrices (i.e. entries) with general branching programs.

e The second is that in the read-once setting, general branching programs are more expressive
than permutation branching programs. The restriction to read-once branching programs
is useful in applications such as iO and witness encryption, as they allow us to disregard
“multiplicative bundling” factors that protect against mixed-input attacks, which in turn
yields much more efficient constructions. This was shown in a recent work of Halevi, Halevi,
Shoup and Stephens-Davidowitz (HHSS) [HHSS17], which presented an iO candidate for
read-once branching programs based on GGH15 encodings. Their candidate is designed for
general read-once branching programs, as read-once permutation branching programs only
capture an extremely limited class of functions.

This raises the natural question of the security of GGH15-based constructions when applied to
general (non-permutation, possibly low-rank) matrix branching programs, as is exactly the focus
of this work. Indeed, the afore-mentioned proof techniques and attacks break down in this setting.
In particular, the HHSS iO candidate appears to resist the existing attacks in [CLLT16, CGH17],
thanks in part to the use of low-rank matrices (cf. [HHSS17, Section 1.2]).

We proceed to describe our results and techniques in more detail.

1.1 Our Results I: New Cryptographic Constructions from LWE

We present new constructions of private constrained PRFs and lockable obfuscation that work di-
rectly with general matrix branching programs. As with prior works, our constructions are secure
under the LWE assumption with subexponential approximation factors. Our result generalizes
the previous constructions in [CC17, GKW17a, WZ17] which only work for permutation branch-
ing programs, and yields improved concrete efficiency for several interesting classes of functions
that can be represented more efficiently using general branching programs, as described next.

e Lockable obfuscation [GKW17a, WZ17] refers to the average-case secure virtual black-box
(VBB) obfuscation for a class of functionalities C[f, y] which, on input z, output 1 if f(z) =y
and 0 otherwise. The average-case refers (only) to a uniformly random choice of y (more
generally, y with sufficient min-entropy). For lockable obfuscation, we obtain improved
constructions for a class of “compute” functions where each output bit is computed using a
general branching program applied to the input x (whereas [GKW17a, WZ17] require per-
mutation branching programs). To illustrate the efficiency gain, consider the case where
each output bit of the underlying function f computes a disjunction or conjunction of the
¢ input bits. In this case, we achieve up to a quadratic gain in efficiency due to our sup-
port for general branching programs. This class generalizes the distributional conjunction
obfuscator studied in [BR13, BVWW16, WZ17].

e Private puncturable PRFs are an important special case of constrained PRFs, with many ap-
plications such as 2-server private information retrieval (PIR) [BKM17]. We obtain a very
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simple private puncturable PRF with a quadratic efficiency improvement over the recent
GGH15-based construction of Canetti and Chen [CC17]. Nonetheless, our construction is
admittedly less efficient —for most settings of parameters— than the more complex construc-
tions in [BKM17, BTVW17] that combines techniques from both fully-homomorphic and
attribute-based encryption.

Next, we provide a very brief overview of our techniques, and defer a more detailed technical
overview to Section 2.

New constructions and proof techniques. A GGH15 encoding of a low-norm matrix S w.r.t. two
matrices Ag and A is defined to be along the edge Ay — A; and is computed as

D+ A, (SA; +E)

where for all A, Y with proper dimensions, the notation D «+— A~!(Y) means that D is a random
low-norm matrix such that AD =Y mod gq.

The constructions in [CC17, GKW17b, GKW17a, WZ17] encode any permutation matrix M &
{0,1}*** as a GGH15 encoding of S = M ® S (see example in Remark 5.5), i.e.

A;H(M®S)A; +E)

for a random low-norm S. The crux of the analysis is to show that M is hidden under the LWE
assumption, namely: for any permutation matrix M € {0, 1}"**,

(Ao, A (M ® S)A; + E)) = (Ao, V) (1)

where Ag, A; are uniformly random over Z,, S, V, E are random low-norm matrices, ~. stands
for computational indistinguishable. The proof of (1) follows quite readily from the fact that given
any permutation matrix M € {0,1}"**, we have:

(A,(M®S)A+E)~.(A,U)

under the LWE assumption, where U is uniformly random.

However, this statement is false for arbitrary matrices M, take for instance M = 0", the all-0
matrix. Indeed, the reader can easily come up with rank-(w — 1) matrices M for which equation (1)
fails to hold.

In our construction, we encode an arbitrary matrix M as a GGH15 encoding of

~ (M®S
= (M7 )

That is, we append S along the diagonal. We then establish the following analogue of (1) under
the LWE assumption: for any arbitrary M € {0, 1}"***,

<JA0, Al ((M ®8 s) A+ E>> ~ (740,V) @)

where J is any matrix of the form [x | I], and Ay, A1, S, V, E are distributed as in (1). This state-
ment is qualitatively incomparable with (1): it is stronger in that it works for arbitrary M, but
weaker in that the distinguisher only sees partial information about Ay.

3



Proving the statement in (2) requires a new proof strategy where we will treat S (instead of
Ay, A) as a public matrix known to the distinguisher. In particular, we start with taking the
bottom part of A as the LWE secret, in conjunction with the public S in the bottom-right diagonal;
then use an extension of the trapdoor sampling lemma by Gentry et al. [GPV08] to produce an
“oblique” (while statistically indistinguishable) preimage sample using only the trapdoor of the
top part of Ay; finally argue that the “oblique” sample is computationally indistinguishable from
random Gaussian using the top part of A as the LWE secret. Walking through these steps requires
new techniques on analyzing the trapdoor sampling detailed in Section 4. We refer the readers to
Sections 2.2.1 and 5.3 for further explanation of the proof techniques.

Next, we show that the weaker guarantee in (2) (in that the distinguisher gets JA instead of
Ay) is sufficient for constructions of constrained PRFs and lockable obfuscation based on GGH15
encodings; this yields new constructions that are directly applicable to general, non-permutation
matrix branching programs.

1.2 Owur Results II: New Attacks on iO Candidates

Next, we turn our attention to iO, where adversaries can obtain encodings of zero through honest
evaluations. Concretely, we focus on iO candidates that follow the [GGH " 13b] template described
earlier in the introduction: start with a branching program {M, ;}, pre-process and randomize
{M, ;} to obtain a matrices {S;;}, and encode the latter using GGH15 encodings.

We present an attack that run in time size®® for general read-c branching programs of size
size. In particular, we have a polynomial-time attack when c is constant, as is the case for the iO
candidate in [HHSS17] which corresponds to ¢ = 1. Our attack covers various “safeguards” in
the literature, such as Kilian-style randomization, multiplicative bundling, and diagonal padding.
We refer the readers to Section 9.2 for a precise description of the applicability of the attacks.

Attack overview. Our attack is remarkably simple, and proceeds in two steps:

1. Compute a matrix V whose (i, j)’th entry correspond to an iO evaluation on input z(*) | y()
that yields an encoding of zero. The dimensions of V and the number of evaluations is
polynomial in size®.

2. Output the rank of V (over Z). More precisely, check if rank(V) is above some threshold.

Step 1 was used in the attack of Coron et al. [CLLT16] and Chen et al. [CGH17], both originated
from the zeroizing attack of Cheon et al. [CHL"15] on CLT13 [CLT13]. The novelty of our analysis
lies in showing that rank(V) leaks information about the S;;’s and thus the plaintext branching
program matrices M, ,’s. So we call the attack a “rank attack”.

Our attack improves upon the previous attack of Chen et al. [CGH17] on GGH15-based iO
candidates in several ways: (i) we have a classical as opposed to a quantum attack, and (ii) it is
applicable to a larger class of branching programs, i.e. branching programs that are not necessarily
input-partitioned or using permutation matrices.

Why the rank-attack works? To get a taste of the rank-attack, let’s consider an oversimplified
description of the iO candidates based on GGH15 encodings. Let {S;;} be the randomization of



plaintext matrices {M; ;}. Then the obfuscated code is the GGH15 encodings of the S, ;, matrices
Ay, {Divb}ie[h],be{[),l} where D;; < A;_ll (S@bAi + Ei,b)

Evaluation proceeds by first computing the product of Ay with the subset product of the D,
matrices. As an example, for the obfuscation of a 3-step branching program that computes all-0
functionality, the evaluation on input = 000 gives

Eval(z) = Ag-Dyo-Dag-Dso = S10S20E30 + S1,0E20D30 + E1 0D2,0D30 3)

To give a sense of why computing the rank is useful in an attack, we make a further simplifi-
cation, that suppose we manage to learn the monomial

S10E20Dsp € Z>™.

W.h.p., the Gaussians Ej o, D3 and therefore its product E; ¢D3 o are full rank (over Z), so the
rank of this term is that of S1,0, which leaks some information about the rank of M o. Note that
learning the rank of M ¢ leaks no useful information for permutation branching programs, but is
sufficient to break iO for general branching programs.

In actuality, a single evaluation corresponding to an encoding of zero only provides a single
value in Z, which is a sum of products of the form above, multiplied by some left and right book-
end vectors. To extract the important information out of the summation of random-looking terms,
we will first form a matrix V of evaluations on appropriately chosen inputs. The matrix V has the
property that it factors into the product of two matrices V. = X - Y. We proceed analogously to
the toy example in two steps with X, Y playing the roles of Sl,o and Eo - D3 :

1. argue that Y is non-singular over Q so that rank(V) = rank(X), and
2. argue that rank(X) leaks information about the underlying branching program.

So far we have described what the analysis looks like for the read-once branching programs
(i.e. ¢ = 1). For the case of ¢ > 1, the analysis has the flavor of converting the obfuscated code of
a read-c branching program into the read-once setting, using the “tensor switching lemmas” from
previous attacks [ADGM17, CLLT17] on iO candidates that use GGH13 and CLT13.

1.3 Owur Results III: New Candidates

Given the insights from our proofs and attacks, we present simple candidates for witness en-
cryption and iO based on GGH15 encodings. Our witness encryption candidate relies on the
observation from [GLW14] that to build witness encryption for general NP relations, it suffices to
build witness encryption for CNF formulas, and that we can represent CNF formulas using gen-
eral, read-once branching programs. The ciphertext corresponding to a formula ¥ and a message
w € {0, 1} is of the form described in (2), namely

JAy, {Ai_ll <<Mlb ®Sip > A; + Ez’,b) }
Msz’,b

where J is a specific matrix of the form [« | I] and the M, ;’s are the read-once branching program
representing W.



Starting from the witness encryption candidate, we also present an iO candidate for NC* cir-
cuits that appear to resist our rank attack as well as all prior attacks. In order to thwart the rank
attack, our iO candidate necessarily reads each input bit w(1) times. To then prevent mixed-input
attacks, we rely on an extension of multiplicative bundling factors used in prior works that uses
matrices instead of scalars.

We stress that an important design goal in these candidates is simplicity so as to facilitate the
security analysis. We believe and anticipate that any attacks or partial security analysis for these
candidates (perhaps in some weak idealized model cf. [GMM™16]) would enhance our under-
standing of witness encryption and obfuscation.

1.4 Discussion and Open problems

Perspective. The proposal of candidate multilinear maps [GGH13a] from lattice-type assump-
tions in 2013 has triggered a major paradigm shift in cryptography and enabled numerous crypto-
graphic applications, most notably indistinguishability obfuscation [GGH"13b]. Among the three
multilinear maps candidates [GGH13a, CLT13, GGH15], GGHI15 is the only one that has served
as a basis for new cryptographic applications based on established lattice problems, as demon-
strated in e.g. [CC17, GKW17b, GKW17a, WZ17]. We believe that extending the safe settings of
GGH15 (where security can be based on the LWE assumption), as explored in this work through
the generalized GGH15 framework as well as both proofs and attacks, will pave the way towards
new cryptographic constructions.

Open problems. We conclude with a number of open problems:

e Study the security of our candidate for witness encryption, either prove security under
instance-independent assumptions, or find a direct attack on the scheme. For the former
(i.e., prove security), the only proof strategy in the existing literature is to build and prove
a so-called positional witness encryption scheme [GLW14], for which the security definition
allows the adversary to obtain encodings of zeroes. Unfortunately, the natural extensions
of our candidate witness encryption scheme to a positional variant are susceptible to the
rank attack in the presence of encodings of zeroes. For the latter (i.e., directly attack the
scheme), all existing attack strategies on GGH15 encodings as used in our candidate require
encodings of zeroes, which are not readily available in the witness encryption setting.

¢ Find a polynomial-time attack for iO candidates for branching programs where every input
repeats ¢ = O(\) time where ) is the security parameter. The analysis of known attacks,
including our rank attack, yields running times that grow exponentially with c. There are
possibilities that the analysis is not tight and the rank attack or prior attacks could in fact
succeed with a smaller running time. However we have not detected such a phenomenon
with experiments for small c.

e Note that all our candidate constructions are of the form: A ;, {D,;} and evalua-

i€[h],be{0,1}
tion/decryption proceeds by first computing A jDy := A H?zl D, , for some x’ € {0,1}".
Consider the following restricted class of adversaries that only getszoracle access to x’ —
A D, instead of A;, {D;}, clhlpef0a} Note that our rank attack as well as various mixed-
input and zeroizing attacks can all be implemented using this restricted adversaries. Can we



prove (or break) security of our witness encryption or iO candidates against this restricted
class of adversaries under some reasonable instance-independent assumptions?

Independent work. Variants of our new lemmas related to lattice preimage sampling in Section 4
were presented in an independent work of Goyal, Koppula and Waters [GKW18], for different
purposes from ours. In [GKW18], the lemmas were used as intermediate building blocks en route
a collusion resistant traitor tracing scheme based on the LWE assumption.

1.5 Reader’s guide

The rest of the article is organized as follows. Section 2 provides a more detailed overview of
our techniques. Section 5 gives a formal construction of the generalized-GGH15 encoding, the
security notions, and the main technical proof that suffices for the applications mentioned in Sec-
tions 7 and 8. The technical proof requires new lemmas developed in Section 4. The applications
require terminologies for matrix branching programs given in Section 6.

The attacks are described in Section 9. It is self-contained, so readers who are only interested
in attacks can jump directly to Section 9. Sections 10 and 11 give the witness encryption and iO
candidates. Their descriptions are self-contained. But to get the rationale behind the candidates
the readers probably have to refer to the previous sections.

2 Technical Overview

In this section, we present a more detailed overview of our techniques. We briefly describe the
notation used in this overview and the paper, and refer the reader to Section 3 for more details.
We use boldface upper-case and lower-case letters for matrices and vectors respectively. Given
a bit-string x € {0,1}", we use M, to denote matrix subset product []"_, M; ,,. Given matrices
A, B, we use A~!(B) to denote a random low-norm Gaussian D satisfying AD = B mod ¢. Two
probability distributions are connected by ~; or ~ if they are statistically close or computationally
indistinguishable.

2.1 Generalized GGH15 Encodings

In this work, we think of GGH15 as encoding two collections of matrices, one collection is arbitrary
and the other one is random, and computing some function y of a subset product of these matrices;
we refer to this as (generalized) 7-GGH15 encodings.! That is, the v-GGH15 encoding takes as
input two collections of matrices {Mivb}ie[i],be{o,l} , {Sivb}ie[f},be{o,l}’ an additional matrix A,, and
the output is a collection of matrices

Ao, {Divb}ie[é},be{o,l}
such that for all x € {0, 1}, we have

Ay Dy~ V(Mxv Sx) <Ay

!See Remark 5.2 for a comparison with the original GGH15 encodings.



where My, Dy, Sx denotes subset-product of matrices as defined earlier. Here,
Mi,b c {O, l}wxw’ Si,b c ann, Ag, Ay € Z:}Y(wm)xm7 Di,b c gmxm.
Intuitively, we also want to hide the M, ;’s, which we will come back to after describing the choices

for v and the construction.

Choices for v. There are several instantiations for  in the literature [GGH15, BVWW16, CC17,
GKW17a, WZ17, GGH"13b, HHSS17]:

M

T (Mv S) =MS, 15(M,S) :=M®S, 'Ydiag(Ma S) == ( S)
where the first v, requires working with rings so that multiplication commutes. More generally,
for the construction, we require that v be multiplicatively homomorphic, so that

v(M, S)y(M', ') = v(MM/, SS’)

as is clearly satisfied by the three instantiations above.
The v-GGH15 construction. We briefly describe the construction of v-GGH15 encodings im-
plicit in [GGH15], from the view-point of “cascaded cancellations” [KW16, GKW17b]. The start-

ing point of the construction is to expand v(Mx, Sx) - A using multiplicative homomorphism as
a matrix product

V4
V(Mm Sx) Ay = HV(MZ}%‘? Si,zi) Ay
=1

Next, it randomizes the product by sampling random (wide, rectangular) matrices A, ..., Ay
over Z, along with their trapdoors, and rewrites the product as a series of “cascaded cancella-
tions”:

¢
V(MX7 SX) : Aé = AO : H A;—ll (V(M’L,Iza Sl,xz)Al)
i=1
where A; !, (-) denotes random low-norm Gaussian pre-images as defined earlier. 2
For functionality, it suffices to define D, to be A;ll(fy(Mi,b, Si»)A;), but that would not be

sufficient to hide the underlying M, ;s. Instead, the construction introduces additional error terms
{Ei,b}ie[qbe{o’l}, and defines®

D;y + AL (v(Mp, Sip)A; + Egp)

2A reader who is familiar with Kilian’s randomization for branching programs should notice the similarity. In
Kilian’s randomization, we randomize the product

¢
M, = [[ R\ M., R,
i=1
by picking random invertible matrices Ry, ..., R/—1 along with Ry = R, = I. Here, we replace the square matrices
R.’s with wide rectangular matrices A;’s, and change from left-multiplying R; ', to sampling a random Gaussian
preimage of A;_;.
*In the GGH15 terminology, D; , would be an encoding of v(M, , S; ») relative to the path i — 1 ~ i.



Observe that for all x € {0, 1}¢, we have
Ay Dy = 'Y(MXa Sx) Ay

where ~ refers to an additive error term that depends on | D; |, | Eip |, | 7(Mi 5, Sip) |, which we
require to be small.

Semantic security. Following [CC17, GKW17b, GKW17a, WZ17], we consider the following no-
tion of semantic security for v-GGH15 encodings, namely that

(semantic security.) The output (A, {D“,}Z,Em be{O,l}) computationally hides {Mivb}ie[ﬁ],be{o,l}‘
We only require that security holds “on average” over random {S; s}, 10,1} + Ae-

Prior works [CC17, GKW17a, WZ17] showed that the v5-GGH15 encodings achieve semantic
security if we restrict the M ;s to be permutation matrices. That is,

Informal Lemma. Under the LWE assumption, we have that for all permutation matri-

ces {Mi,b}ie[e],be{O,l}’

(Ao, {Dio, Di1}icig) ~e (Ao, { Vi, Viaticy) 4)

where D; , + AZ»__l1 (M;p ®8S;p)Ai +E;p), and V0, V; 1 are random low-norm Gaus-
sians.

As mentioned earlier in the introduction, the proof of security crucially relies on the fact that any
permutation matrix M, LWE tells us that (A,(M ® S)A + E) ~. (A, U), where U is uniformly
random. We sketch the proof of the semantic security of v5-GGH15 for ¢ = 1, which extends
readily to larger ¢ (here the major changes in the hybrid arguments are highlighted with boxes):

(A07 {AT (M1, ®S1)Aq + El,b)}be{0,1}>

~ (80,187 (Us) boeory)  // IWE
~ (A0 (Vislewny)  //GPV

2.2 This work: semantic security for arbitrary matrices

Without further modifications, v-GGH15 encoding does not achieve semantic security for arbi-
trary matrices. Concretely, given Ag, D1 o, we can compute

Ay -Dig=~v(Mip,S10)A1 +Eq

which might leak information about the structure of M . In particular, we can distinguish be-
tween M, o being I'"** versus 0“** for all of vy, 78, Vdiag-

The key to our new cryptographic constructions for general branching programs is a new tech-
nical lemma asserting semantic security for 74;.g-GGH15 encodings with arbitrary matrices where
we replace Ay with JA for some wide bookend matrix J that statistically “loses” information
about Ag:



New Lemma, Informal. Under the LWE assumption, we have that for all matrices
{Mivb}ie[é},be{o,l} over Z,
(JAo, (Do, Di)icr) ~e (JA0, (Vio, Vi)icr) 5)

\Y A

where J is any matrix of the form [x | I], D;; « A;11(< ) A; +E;;), and

Sip
V.0, Vi1 are random low-norm Gaussians.
2.21 New proof technique

We prove a stronger statement for the semantic security of 7giag-GGH15, namely the semantic
security holds even given S; 0,S1.1,...,S.,0,S¢1 (but not Aq,..., Ay). Our proof departs signifi-
cantly from the prior analysis — in particular, we will treat A1, ..., A, as LWE secrets. Let A;, A,
denote the top and bottom parts of A, and define EM, E, analogously. This means that

_ 1 (Mi,A; + E;
A (Ydiag(Mip, Sip)Ai + Eip) = AT < v Z’b>

SivA; + Ei,b

We will use Ay, ..., A, as LWE secrets in the following order: A,,...,A;,Ao,...,Ay_1. We
sketch the proof for ¢ = 1 (and it extends readily to larger /):

_1 (MiA1+Eqp
(JAO7{AO (SLbAl _;'_El’b)}bG{O,l})
1 — —
R (JAO,{ Ay (Mi,A+Eqp) }be{o,1})

R (7 {Xal (M1,A; +Ei ) }be{o,1})
R (U()»{}be{o,l})

where the notations and analysis of hybrid arguments are as follows

o The first ~. follow from a more general statement, namely for all 7 and for any Z; ;, we have

{Ai__ll (SszZZZi Ei,b) }be{o,l} e {K’:ll (Zis) }be{O,l}

even if the distinguisher gets A;_1,S;,Z;,. The proof of this statement follows by first
applying LWE with A, as the secret* to deduce that

{Sin, SipA; +E; p}ocioa) ~e {Sip Uiploefo}

where the U, ; matrices are uniformly random over Z,, followed by a new statistical lemma
about trapdoor sampling which tells us that for all but negligibly many A;_;, we have that
forall Z;,

1 (2 -
A (U’;) ~o AL (Zi)

* Here, we could have used S; 0, S;,1 as the LWE secrets and A, as the public matrix; however, this strategy would
break down when M; ; depends on S; 5, which is needed in the applications.
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e The ~; follows from the structure of J, which implies (Ag, JAy) ~; (A, Up), where Uy is a
uniformly random matrix.

e The final ~. follows from a more general statement, which says that under the LWE assump-
tion, we have that for any Z,
A~(Z+E) ~ A7/(U)

where the distributions are over random choices of A, E, U, provided A is hidden from the
distinguisher. The proof uses the Bonsai technique [CHKP12]. Suppose A is of the form
[A; | Az] where A; is uniformly random, A, sampled with a trapdoor. Then, we have via
the Bonsai technique [CHKP12]:

) N _v
ATNZ+E)~, <A2_1(A1V LE+ z>)>

where V is a random low-norm Gaussian. We then apply the LWE assumption to (V, A1V +
E) with A, as the LWE secret. Once we replace A;V + E with a uniformly random matrix,
the rest of the proof follows readily from the standard GPV lemma.

Extension: combining 7g,Vdiag- For the applications to private constrained PRFs and lockable
obfuscation, we will rely on vggiag-GGH15 encodings, where

M®S
Yediag(M, S) 1= ( S>

We observe that our proof of semantic security for v4iag also implies semantic security for Ygdiag,
where we give out JA, instead of Ay. This follows from the fact that our proof for v4i. goes
through even if the M, ;’s depend on the S;;’s, since we treat the latter as public matrices when
we invoke the LWE assumption.

2.3 New Cryptographic Constructions from LWE

Using vgdiag-GGH15 encodings and the proof that semantic security of yggiag holds for arbitrary
M matrices, we are ready to construct private constrained PRFs and lockable obfuscation where
the constraint/function can be recognized by arbitrary matrix branching programs. Here we
briefly explain the private constrained PRF construction as an example.

Before that we recall some terminologies for matrix branching programs. In the overview,
we focus on read-once matrix branching programs for notational simplicity, although our scheme
works for general matrix branching programs with any input pattern and matrix pattern (possibly

low-rank matrices). A (read-once) matrix branching program for a function fr : {0,1}* — {0,1} is
specified by I := {{Mi’b}ie[ﬁ] be(o.1} > F0s Pl} such that for all x € {0, 1}¥,

14

My = HMmZ =P
i=1

We will work with families of branching programs {I'}, which share the same Py, P;.

11



2.3.1 Private constrained PRFs

We proceed to provide an overview of our construction of private constrained PRFs using g diag-
GGH15 encodings. As a quick overview of a private constrained PRF, a private constrained PRF
allows the PRF master secret key holder to derive a constrained key given a constraint predicate C'.
The constrained key is required to randomize the output on every input z s.t. C(z) = 0, preserve
the output on every input z s.t. C(z) = 1. In addition, the constraint C'is required to be hidden
given the description of the constrained key.

Let e; € {0,1}'** denotes the unit vector with the i*" coordinate being 1, the rest being 0.
Consider a class of constraints recognizable by branching programs

INGRES {{Mi,b € {07 1}w><w}i€m7b€{0’1} , Po, Pl} )

where the target matrices Py, P satisfy 1Py = e, e1P; = obxw,
We use ygdiag to encode {Mi»b}ie[e] be (0,1} which means fori =0, ...,¢, A; € Z((anJr") “™ Denote

A as the bottom n rows of A;, A; as the top nw rows of A;. Inside A, let XZ@ denote the (j —1)nt*

to jn'" rows of A;, for j € [w)].
Define the output of the normal PRF evaluation as

x > [SxA],

where | - ] , denotes the rounding-to-Z, operation used in previous LWE-based PRFs, which we
suppress in the rest of this overview for notational simplicity.

WesetJ := (e ®I|I)sothatJ- Ay = Kél) + A, then

- S.A, i fr(x) =1
T Aeodine (M, Sx) - Ay = ((€1 - Miy) @ Sy) - Ap + SxA, = & 5
Yediag ) A= ((e1 ) ) Ay {SXA(SDJerAg if fo(x) = 0

Given I', the constrained key is constructed as
—(
A(() )+ Ay, (Dio;Dip)iep

where (A, {Di’b}’iE[KLbE{O,l}) — GGHEnc®diag({M@b}ie[@be{m} ; {Si,b}ie[g]7b6{071} JAY).
The constrained evaluation on an input x gives

—~(1
(A((] ) +Ay) -Dx=~J- ’Y@diag(Mm Sx) - Ay
which equals to SxA, if fr(x) =1, SxKél) + SxA, if fr(x) = 0.

A special case: private puncturable PRFs. A private puncturable PRF can be obtained by simply
using branching program with 1 x 1 matrices (i.e. let w = 1). The punctured key at x* is given by

Ao+ Ao {Disticigperon

where

_ S _ 0

The construction extends naturally to allow us to puncture at sets of points specified by a wildcard
pattern {0, 1, x}*.
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Security. In the security proof, we will use the fact that whenever fr(x) = 0, constrained evalu-

ation outputs SXK?) + SxA,, so that the normal PRF output is masked by the boxed term. More

formally, in the security game, the adversary gets a constrained key for I'c, and oracle access to a
PRF evaluation oracle Eval. We consider the following sequence of games:

e Replace the output of the Eval oracle by
(A + Ag) Dy — Sy - Ay

This is statistically indistinguishable from the real game, since (K(()l) +A)) Dy~ Sx- Kél) +
Sx - A, and the approximation disappears w.h.p. after rounding.

e Apply semantic security to replace (D;, D; )| with random. Here, we require that se-

mantic security holds even if the distinguisher gets {S; ; } Ay, where the latter are

1€[4],be{0,1} °
needed in order to compute Sy - Kél) . This implies constraint-hiding.

e Now, we can apply the BLMR analysis to deduce pseudorandomness of Sy - Kél), where we

treat Kﬁ” as the seed of the BLMR PRF [BLMR13]. This implies pseudorandomness of the
output of the Eval oracle.

3 Preliminaries

Notations and terminology. In cryptography, the security parameter (denoted as \) is a variable
that is used to parameterize the computational complexity of the cryptographic algorithm or pro-
tocol, and the adversary’s probability of breaking security. An algorithm is “efficient” if it runs in
(probabilistic) polynomial time over A.

When a variable v is drawn randomly from the set S we denote as v & Sorv U(S),
sometimes abbreviated as v when the context is clear. We use ~, and ~, as the abbreviation for
statistically close and computationally indistinguishable.

Let R, Z, N be the set of real numbers, integers and positive integers. Denote Z/(¢Z) by Z,. The
rounding operation |a], : Zq — Z, is defined as multiplying a by p/q and rounding the result to
the nearest integer.

Forn € N, [n] := {1,...,n}. A vector in R" (represented in column form by default) is written
as a bold lower-case letter, e.g. v. For a vector v, the ith component of v will be denoted by v;.
A matrix is written as a bold capital letter, e.g. A. The i'* column vector of A is denoted a;. In
this article we frequently meet the situation where a matrix A is partitioned into two pieces, one

stacking over the other. We denote it as A = (2). The partition is not necessarily even. We will
explicitly mention the dimension when needed.

The length of a vector is the £,-norm ||v||, = (3 vF)'/?. The length of a matrix is the norm of
its longest column: ||A||, = max; ||a;||,. By default we use f,-norm unless explicitly mentioned.
When a vector or matrix is called “small”, we refer to its norm.

Subset products (of matrices) appear frequently in this article. For a given h € N, a bit-string

v € {0,1}", we use X, to denote [Ticpn) X, (it is implicit that {Xivb}ie[h] be{o,1} Ar€ well-defined).
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The tensor product (Kronecker product) for matrices A € R**™, B € R"*? is defined as

CL171B7 ceey aLmB
AB=| ..., ..., ... | eRmxmr, (6)
a1B, ..., a,,B

The rank of the resultant matrix satisfies rank(A ® B) = rank(A) - rank(B).
For matrices A € R&*™ B € R"*P, C € R™*%, D € RP*?,

(AC)® (BD)=(A®B)-(C®D). (7)

Lemma 3.1 (Leftover hash lemma). Let H = {h : X — Y} be a 2-universal hash function family. Then
for any random variable X € X, for € > 0s.t. log(|Y|) < Hoo(X) — 21og(1/e), the distributions

(h,h(X)) and (h,U(}))

are e-statistically close.

3.1 Lattices background

An n-dimensional lattice A is a discrete additive subgroup of R". Given n linearly independent
basis vectors B = {by, ..., b,, € R"}, the lattice generated by B is A(B) = A(by,...,by,) = {>_ ;-
i=1

b;,x; € Z}. Let B denote the Gram-Schmidt orthogonalization of B.

Gaussian on lattices. For any ¢ > 0 define the Gaussian function on R" centered at ¢ with
parameter o

Vx € Rn, pmc(x) — e*ﬂ'Hx—cHQ/gQ

The subscripts o and c are taken to be 1 and 0 (respectively) when omitted.
For any ¢ € R”, real o > 0, and n-dimensional lattice A, define the discrete Gaussian distribu-

tion over A as:

PJC(X)
Vx € A, DA@C X) = —
)= e ®)

Lemma 3.2 (Noise smudging [DGK"10]). Let y,o € R™. The statistical distance between the distribu-
tions Dy, 5 and Dy, 5, is at most y/o.

Smoothing parameter. We recall the definition of smoothing parameter and some useful facts.

Definition 1 (Smoothing parameter [MR07]). For any n-dimensional lattice A and positive real
€ > 0, the smoothing parameter 7.(A) is the smallest real o > 0 such that p; /,(A* \ {0}) <.

Lemma 3.3 (Smoothing parameter bound from [GPV08]). For any n-dimensional lattice A(B) and for
any w(+/logn) function, there is a negligible e(n) for which

Ne(A) < |BJ - w(v/log n)
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Lemma 3.4 (Smooth over the cosets [GPV08]). Let A, A’ be n-dimensional lattices s.t. A’ C A. Then
forany e >0, 0 > ne(A"), and c € R™, we have

A(Dp yc mod A, U(A mod A)) < 2¢

Lemma 3.5 ([PR06, MRO07]). Let B be a basis of an n-dimensional lattice A, and let ¢ > ||B|| - w(logn),
then Pry, p, ,[lIx|| > o - v/n V x = 0] < negl(n).

Gentry, Peikert and Vaikuntanathan [GPV08] show how to sample statistically close to discrete
Gaussian distribution in polynomial time for sufficiently large o (the algorithm is first proposed
by Klein [Kle00]). The sampler is upgraded in [BLP"13] so that the output is distributed exactly
as a discrete Gaussian.

Lemma 3.6 ((GPVO08, BLP"13]). There is a p.p.t. algorithm that, given a basis B of an n-dimensional
lattice A(B), c € R", 0 > ||B|| - \/In(2n + 4) /7, outputs a sample from Dy o c.

Learning with errors. We recall the learning with errors problem.

Definition 2 (Decisional learning with errors (LWE) [Reg09]). For n,m € N and modulus ¢ > 2,
distributions for secret vectors, public matrices, and error vectors 0, 7, x C Z,. An LWE sample is
obtained from sampling s <— 6", A < "%, e - X", and outputting (A, s’ A +el mod q).

We say that an algorithm solves LWE,, ,,, ; ¢ r  if it distinguishes the LWE sample from a ran-
dom sample distributed as 7" x U(Z}*™) with probability bigger than 1/2 plus non-negligible.

Lemma 3.7 (Regularity of Ajtai function [Reg(09]). Fix a constant ¢ > 1, let m > cnlogq. Then for all
but q e fraction of A € ZZX’”, the statistical distance between a random subset-sum of the columns of

—(c=1)n

A and uniform over Zy is less than ¢~ 1

Lemma 3.8 (Standard form [Reg09, Pei09, BLP*13, PRS17]). Given n € N, for any m = poly(n),
g < 2P Let = © = U(Z,), x = Dz, where 0 > 2\/n. If there exists an efficient (possibly
quantum) algorithm that breaks L\WE,, ., 4 6 = ., then there exists an efficient (possibly quantum) algorithm
for approximating SIVP and GapSVP in the {5 norm, in the worst case, to within O(nq/o) factors.

We drop the subscripts of LWE when referring to standard form of LWE with the parameters
specified in Lemma 3.8. In this article we frequently use the following variant of LWE that is
implied by the standard form.

Lemma 3.9 (LWE with small public matrices [BLMR13]). For n,m, q, o chosen as was in Lemma 3.8,

LWE s 1m.q,U(Z4), Dz Dz, 15 88 hard as \WE, ., o 1(z,) U (2,),Dz., fOT n’ > 2-nloggq.

Trapdoor and preimage sampling. Given A € Zj*™, denote the kernel lattice of A as
AY(A):={ceZ™:A-c=0" (modq)}.

Given any y € Zy, o > 0, we use A~Y(y, o) to denote the distribution of a vector d sampled from
Dym , conditioned on Ad =y (mod ¢). We sometimes suppress o when the context is clear.

Lemma 3.10 ([Ajt99, AP11, MP12]). There is a p.p.t. algorithm TrapSam(1",1™,q) that, given the
modulus g > 2, dimensions n, m such that m > 2nlog q, outputs A =~ U(ngm) with a trapdoor 7.
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Following Lemmas 3.6 and 3.10,

Lemma 3.11. There is a p.p.t. algorithm that for o > 2v/nlogq, given (A,T) < TrapSam(1",1™,q),
y € Z1, outputs a sample from A= (y, o).

Lemma 3.12 ([GPVO08]). For all but negligible probability over (A, 1) < TrapSam(1™,1™,q), for suffi-
ciently large o > 2+/nlog g, the following distributions are efficiently samplable and statistically close:

{A,x,y vy~ U(Zy), x + A_l(y,a)} ~s {A, X,y X Dgm .,y = Ax}.

Lemma 3.13 (Bonsai technique [CHKP12]). Let n,m,mi,m2,q € N,o € R satisfy m = my + ma,
may > 2nlogq, o > 2y/nlogq. Foranyy € Zj, the following two distributions are efficiently samplable
and statistically close.

1. Let (A, 1) < TrapSam(1™,1™,q), d + A~ (y, o). Output (A,d).

2. Let A1 < U(ngml), (AQ,TQ) — TrapSam(l", 1m2’ q),‘ d1 — DZmlg, dQ “— A;l(y—Al -dl, O‘).
Let A = [A1, Ay, d = [d¥,d]]T. Output (A, d).

4 New Lemmas on Preimage Sampling

In this section, we present new lemmas related to lattice preimage sampling. These lemmas are
essential to the proof of semantic security for non-permutation branching programs, as outlined
in Section 2.2.

The first is a statistical lemma which states that for all but negligibly many matrix A (with
proper dimensions), for any matrix Z, the following two distributions are statistically indistin-
guishable:

(A, A‘1<IZJ>) ~, (A A\ (2))

where the distributions are over random choices of a matrix U and probability distributions

A~1(-) and Kﬁl(-). This is in essence an extension of the trapdoor sampling lemma from Gen-
try, Peikert and Vaikuntanathan [GPV08].

The second is a computational lemma which states that for any matrix Z, the following two
distributions are computationally indistinguishable:

A Z+E)~. ATH(U)

where the distributions are over random private choices of A, E and U and the coins of A~1(-).
The computational indistinguishability relies on the hardness of the decisional learning with er-
rors (LWE) problem.

4.1 The Statistical Lemma

We prove the above statistical lemma for vectors; the setting for matrices follow readily via a
hybrid argument.
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Lemma 4.1. Let € > 0. Given 0 € RT, n/,n,m,q € N. For all but a ¢~*" fraction of A € Z:}'X’”, all
but a q~" fraction of A € ZI*™, let A := (ﬁ). For o > n.(A+(A)), m > 9(n' + n)logq. For a fixed
z € Zg',for u <« U(Zg), we have

are 2e-statistically close.

Proof. We need two lemmas to assist the proof of Lemma 4.1.

Eemma 4.2, Let ¢ > 9. For n/7 n,m,q € N such that m > c(n’ + n) 1Og q. For all Iﬂt q_gn/ f?’ﬂCtiO]’l Of
Ac ZZ’Xm, all but =" fraction of A € Z2*™, we have {A - x | x € {0,1}™ N AL(A)} = Z7".

Proof. From Lemma 3.7, we have for all but ¢=2"' fraction of A € ZZLI xm

Pr [A-x=0"]—¢"| <202 = Pr [A-x=0"]>099-¢" 8
cepiyn B X =0 = <27 > Pr (X = 07> 099 ®

Letx + U({0,1}™ N AL (A)), we have Hy(x) > m — 2n'log q. For § > 0, by setting m > nlogq +
2n'log q 4 21og(1/4), we have that for A < U(Z;*™),

(A, A -x)and (A, U(Zy))

are d-statistically close following leftover hash lemma (cf. Lemma 3.1).

Then Lemma 4.2 follows by setting § = ¢~** and take a union bound for A. O
Lemma 4.3. For n/,n,m,q € N,o0 > 0. A € Zg’xm, A € Zy*™. Assuming the columns of A := (g)
generate Zg’*”. For any vectorsu € Zy, z € Zg/, and ¢ € Z"™ where A -c = (lzl) mod q. The conditional
distribution D of x <~ ¢+ Dy (x) , . given Ax =u mod q is exactly ¢ + Dy1(a) 5, c-
Proof. Observe that the support of D is ¢ + AL(A). We compute the distribution D: for all x €
c+ AL(A),

D) o) pelx—c)

po(et ATAT)  prc(AT(A)) MR eb ) ©

O]

Finally from Lemma 3.4, let A = AL(A), A’ = AL(A), we have A’ C A. Since o > 7(A),
D\ 1 (&) 5, 18 2¢-statistically close to uniform over the cosets of the quotient group (A+(A)/AL(A)).
The rest of the proof of Lemma 4.1 follows Lemma 4.3 and Lemma 4.2. O]

4.2 The Computational Lemma

Lemma 4.4. Given n,m,k,q € N,o € R such that n,m,k € poly(\), m > 4nlogq, o > 2v/nlogq.
For arbitrary matrix Z € Z}**, the following two distributions are computationally indistinguishable
assuming \WE,, v o v(2,),D5 ».Ds.o-

Dist. 1 Let A, 7 < TrapSam(1™,1™,q), E < D%frk' Sample D <+~ A~Y(Z + E, o) using 7. Output D.
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Dist. 2 Sample D = Dgf;k. Output D.

Proof. We prove a stronger statement where the computational indistinguishability holds even
when Z is given to the adversary. The proof uses the Bonsai technique [CHKP12]. Let m = m;+ma
such that m1, mo > 2nlog q. We introduce 2 intermediate distributions,

Dist. 1.1 Let Ay « U(Zy*™), (A2, 72) + TrapSam(1",1™2,q). Sample D; < DZL;XIC. Let E <

Dgﬁk, sample Dy AQ_I((—Al ‘D1 +E+Z),0) using 7». Let D := <81> Output D.
' 2

Dist. 1.2 Let Ay + U(Zg*™), (A2, 72) < TrapSam(1",1™2,q). Sample D; < Dgf}ij. Let U «+

U(Zng)/ sample Dy « Agl((U +Z),0) using 7. Let D := (gl> Output D.
2

Then Distributions 1 and 1.1 are statistically close following Lemma 3.13. Distributions 2 and 1.2
are statistically close following Lemma 3.12.

It remains to prove that Dist. 1.1 ~, Dist. 1.2 assuming L\WE,,, » v (z,),D,.,,D,,- This follows
by taking (D, —A; -D; + E) as the LWE sample, where A is the concatenation of n independent
uniform secret vectors, D, is the low-norm public matrix and E is the error matrix.

Formally, suppose there exists a p.p.t. distinguisher A for Dist. 1.1 and Dist. 1.2, we build
a distinguisher A’ for LWE, ., k.q,0(2,).Ds.0,D;,- Given the challenge sample (D1,Y;), A’ runs
(Ag,72) « TrapSam(1",1™2 ¢), samples Dy A;l((Yl + Z),0) using 72, send D := (g;)
to the adversary A. If A says it is from Dist. 1.1, then A’ chooses “LWE”; if A says Dist. 1.2, then
A’ chooses “random”. The success probability of A’ is same to the success probability of A. O

5 Generalized GGH15 Encodings

We present the abstraction of generalized GGH15 encodings. The abstraction includes a construction
framework and definitions of security notions.

5.1 The construction framework

We begin with a description of the construction:

Construction 5.1 (y-GGH15 Encodings). The randomized algorithm ggh.encode takes the follow-
ing inputs

e Parameters® 1%, h,n,m,q,t,w € N, o € R* and the description of a distribution x over Z.

e A function vy : ZWX® x Z*" — 7%t

e Matrices {Ml p € Zwbxw} 7 {Si p € Zn;"} .
’ w0 Jieln]be{o,1} ’ b f e pefo,1}

o A matrix Ay, € Z™.

°In the rest of the presentation, these parameters are omitted in the input of ggh.encode.
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It generates the output as follows

e Samples {Ai,n < TrapSam(1%, 1™, Q)}ie{O,l,..-,h—l}'

e Samples {Ei,b A thm}z‘e[h],bE{O,l}'

e Fori e [h],b e {0,1}, let QZ-J, :=v(M, p,S; ), then samples
D;p + A (Sip- Ai +Ejp,0)
using ;1.
e Outputs Ay, {D;, b}ze (h]be (0,1}
We require «y to be multiplicatively homomorphic:
v(M,S) - y(M',8") = y(M-M',S - §')

Remark 5.2 (Comparison with GGH15). The goal of the original GGH15 graded encodings in
[GGH15] was to emulate the functionality provided by multi-linear maps with respect to some
underlying directed acyclic graph. The basic unlt of the construction is an encoding of a low-
norm matrix S along Ay ~— A; given by A;'(SA; + E), where S must be drawn from some
high-entropy distribution to achieve any meamngful notion of security.

Following [CC17, GKW17b, GKW17a, WZ17], we think of S as being deterministically derived
from an arbitrary low-norm matrix M and a random low-norm matrix S via some fixed function
v givenby v : (M, S) — M ® S in the afore-mentioned constructions. Here, we make ~ an explicit
parameter to the construction, so that we obtain a family of constructions parameterized by ~,
which we refer to as the “v-GGH15 encodings”.

Looking ahead to Section 5.2, another advantage of decoupling S into M and S is that we can
now require semantic security for arbitrary inputs M and random choices of S (more precisely,
arbitrary {M@b}z’e[h},be{o,l} and random {S@b}z’e[h},be{o,l})’ as considered in [WZ17]. Moreover, this
notion of semantic security can be achieved under the LWE assumption for some specific v and
classes of matrices M. Here, we make explicit the idea that semantic security should be defined
with respect to some fixed auxiliary function aux of the matrices {S; ;}, clhbefo,1} > Aos -5 A

Functionality. The next lemma captures the functionality provided by the construction, namely
that for all x € {0, 1}",
Ao Dy~ V(Mm Sx) Ay

Lemma 5.3 (Functionality of v-GGH15 encodings). Suppose vy is multiplicatively homomorphic. For all
inputs to the Construction 5.1 s.t. ¢ > Q(y/tlogq), m > Q(tlogq), ||x|| < o; we have for all x € {0,1}",
with all but negligible probability over the randomness in Construction 5.1,

)

h
80+ Do =1 (Mx, 850+ Apllo < - (o max (M Si0) )

19



Proof. Recall Si,b = v(M;p,S;p). It is straight-forward to prove by induction that for all A’ =
0,1,...,h:

h' n n' j—1 h
Ao [[Drw, = (H S) Ap+> ((H S) ‘Eja, - [] Dm) (10)
k=1 i=1 j=1 i=1

k=j+1

The base case i’ = 0 holds trivially. The inductive step uses the fact that forall A’ =1,... h:
Ap_1-Dpg, = Sh’,xh/ “Ap +Ep g,

From the homomorphic property of v we can deduce that

h h
H Si,ffi = H V(Mi,mia Sz,mz) = 'Y(Mx, Sx)
i=1 i=1
Finally, we bound the error term as follows:

[Ao - Dx —v(Myx,Sx) - Aplloc =

h j—1 ) h
j=1

i=1 k=j+1

oo

IN

h—1
bvieo (Vi ma (Mo Sl o - Vi

IN

h
h- H}%XH'Y(Mi,hSi,b)H "o m)

O

Looking ahead, in the applications we will set the parameters to ensure that the threshold
B :=h-(mo - max;p || 7(M;p, Sip)||)" is relatively small compared to the modulus g.

Remark 5.4 (Dimensions of Aj). The construction and many analyses in this article can be obvi-
ously generalized to the cases where the dimensions of matrices are more flexible. As an example,
the matrix A}, can be chosen from Zfl instead of Zf]xm (asaresult, Dy, g, Dy 1 are from Z™ instead of
Z™>™). This change maintains necessary functionalities, reduce the size of the construction, and
is (more importantly) necessary for one of the proofs in the paper. For the ease of presentation
we keep all the A matrices with the same dimension, all the D matrices with the same dimension,
and mention the exceptions as they arise.

Interesting v functions. We are interested in the following 3 v functions:

o o {0,195 x Zxn _y Zwn)x(wn) M S M@ S,

o With permutation matrices M was introduced and studied in [CC17, GKW17b, GKW17a,
Wz17].

® Ydiag : LWXW x g — Z(w‘Fn)X(ern), M, S (M S) .

Vdiag is implicit in the constructions in [GGHT13b, HHSS17] and is central to the security
analysis in this work.
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* Vadiag : {0’ 1}w><w x X _y Z(wn—i—n)x(wn—i—n)’ M, S <M ®8S S)

We introduce yggiag in this work, which would be central to the applications in this paper.

Note that all of the three v functions are multiplicatively homomorphic and norm-preserving.

Remark 5.5 (Example for v and relations with [GKW17b, GKW17a, WZ17]). As an example for

Vg, take
01 0
M=|0 0 1
1 0 0

which is a permutation matrix corresponding to the cyclic shift 7 that sends 1 — 2 — 3 — 1. Then,
forany S € Z"" and any A(), A A®) € 7™, we have:

AWM 0 S 0\ /AM SA®
MoeS)|A®D | =[0 0 S| [A@ ]| =[SA®
A®) S 0 0/ \A® SAM

More generally, let 7 : [w] — [w] denote a permutation on [w], and let M € {0,1}**" denote the
standard representation of m as a matrix. Then, for any S € Z"*" and any A € Zy"*™, we have

SA (1)) A
M®S)A = : , Where A = co L, AM L AW e Zy<m
S A (m(w)) Aw)

The latter is essentially how the v5-GGH15 encoding is described using the notation in [GKW17b,
GKW17a, WZ17].
5.2 Security notions
Intuitively, semantic security says that for all M, the output of the 7-GGH15 encodings
Ao, {Di»b}ie[h},be{o,l}

hides {Mi:b}ie[h] be{0,1}7 for random choices of {Siub}ie[h} be{0,1} and Ay,...,A,. We consider a
more general notion parameterized by some fixed function aux of {S;} Ao, ..., Ay,
and we require that aux, {Di’b}ie[h},be{o,l} hides {Mivb}ie[hLbe{O,l}‘

i€|h],be{0,1} °

Definition 3 (Semantic security with auxiliary input). We say that the 7-GGH15 encodings sat-
isfies semantic security with auxiliary input aux for a family of matrices M C Z“*" if for all
{M,;, € M}ie[h],be{o,l}’ we have

a0, Dok seion) % 205 { P} oy

where
Sip < D%f,”, Ap U(Zf;xm)a {Dip} < ggh.encode(y, {Mi7b}ie[h],be{0,1} ) {Si,b}ie[h],bg{o,l} Ap)

and aux is a fixed function of {S;;} Ag,... Ay

i€[h],be{0,1} *
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Remark 5.6 (74-GGH encodings with permutation matrices). Canetti and Chen [CC17] (also,
[GKW17a, WZ17]) showed that the 75-GGH15 encoding satisfies semantic security with auxil-
iary input (Ao, Ay,. .., Ay) for the family of permutation matrices in {0, 1}**".

We can prove that the 75-GGH15 encoding satisfies semantic security with auxiliary input
(Ao, {Si7b}ie[€]7be{071}) for the family of permutation matrices in {0, 1}**", by using the LWE as-
sumption with the S;; as the public matrices. Such a proof requires a multiplicative blow-up (of
roughly O(log ¢)) in the dimensions of the S;; matrices. One of the advantages of using the S
matrices as the public matrices is that we can use the same Sy, S1 across all the h levels, similar to
the PRF construction in [BLMR13].

5.3 Semantic security for 74i,g-GGH15 and 7gqiag-GGH15 encodings

In this section, we prove semantic security of the v4i,g-GGH15 and vggdiag-GGH15 encodings in
Construction 5.1 under the LWE assumption, where

M M®S
’Ydiag(Ma S) = ( S) ) ’Y®diag(M7 S) = < S) :

In fact, we show that this holds given auxiliary input about Ag and {S;}, clhlbefoa}

S-dependent security. Concretely, we will derive semantic security of yggiag from that of vyiag
by showing that the construction v4i,4 satisfies a stronger notion of S-dependent security where
the matrices {Mi’b}ie[h},be{OJ} may depend on {Si:b}ie[h],be{o,l}:

Definition 4 (S-dependent semantic security with auxiliary input). We say that the v-GGH15 en-
codings satisfies S-dependent semantic security with auxiliary input aux for a family of matrices
M C Z**¥ if for every polynomial-size circuit f : (Z"*")2" — M?", we have

Dm><m

aux, {Di,b}ie[hLbe{OJ} R aux, {( Zo )i»b}ie[h],be{(],l}

where

Si,b «— D%fyny Ap U(thxm)7 {Mivb}ie[h},be{o,l} - f({si,b}ie[h],be{o,l})’
{Di,b} — ggh.encode(’y, {Si:b}ie[h],bE{O,l} ) {Mi7b}ie[h],b6{0,1} 7Ah)

and aux is a fixed function of {S;;} Ag,..., Ay

i€[h],be{0,1} *

Theorem 5.7 (S-dependent semantic security of Vgiag). Assuming LWE,, 5., 4 v(z,), Dz.0.Dz.07 the Yging-
GGH15 encodings in Construction 5.1 satisfies S-dependent semantic security for M = Z*" with auxil-
iary input

aux = {Si,b} J- AO,Kh

i€[h],be{0,1} *
where Ay, € ZY*™ is the top w rows of Ap, and J € {0, 1yx(t=n) | gnxn,

Remark 5.8 (Necessity of JAy). Ideally, we would liked to have shown that semantic security
holds with auxiliary input Ay (as opposed to JA(). However, such a statement is false for general
M e 727%™, Concretely, given Ay, D1y, we can compute A - D ¢ which leaks information about

the structure of M (. In particular, we can distinguish between (é ?) and (8 1) .
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As an immediate corollary, we then have:

Corollary 5.9 (semantic security of Ygdiag). Assuming L\WE,, o, 4 v(2,),D5.,.Ds..» the VediagGGH15
encodings in Construction 5.1 satisfies semantic security for M = Z**" with auxiliary input

aux = {S;} J-Ag, Ay

i€[h],be{0,1} *

where Ay, € Z¥™™™ is the top wn rows of Aj, and J € {0, 1}x(E=n) | [nxn,
q P

5.4 Proof of the main theorem

Proof of Theorem 5.7. For t,n,w € N such that ¢ = w + n. For any matrix X € Z"*, let X = <§> ,
where X € Z¥**, X € Z"**. For the sake of completeness we spell out the details of the real and
simulated distributions which will be proven indistinguishable.

The real and simulated distributions. In the real distribution the adversary is given

JAa{DZ 7Si 7M’L} 7A
0 b b i€[h],be{0,1} h

where

o {A; 7 + TrapSam(1%,1™, q)} Ay U(Z*m)

ic{0,1,....h—1}’
* Sip D%;nv {Mi»b}ie[h},be{o,l} A f({Si’b}ie[h],be{O,l})

1 (M, ,A; + E;
) —1 i,b43g i,b ) txm
Du A (G g ) B x

The simulated distribution is generated in the same way except that the adversary is given

3+ A0, {[Vis ) Sip Mis } A
0 b b i€[h],be{0,1} h

mxXm

where V;, < D'~
To show that the real distribution is computationally indistinguishable from the simulated one,
we introduce the following intermediate distributions.

Distributions 1.i, fori € {h + 1, h,...,1}. Let Distribution 1.(h + 1) be identical to the real distri-
bution. For ¢ = h down to 1, let Distributions 1.7 be the same to Distributions 1.(i 4 1), except that

A;_1,D;o, D;; are sampled differently. Let (A;_1,7i—1) <= TrapSam(1*,1™,q), A;_; « U(Zy*™).
Sample D; j, < Ki__ll((Mibei +Eip),0) using 7,1, b € {0, 1}.

Distributions 2.0. Distribution 2.0 is sampled identically to Distribution 1.1, except that J - Ay is

replaced with a uniformly random matrix U & znm Since J € {0,1}%0E=) | T, U a2, T - Ay
for Ag, 7o < TrapSam(1¢,1™, ¢) due to Lemma 3.10.
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Distributions 2.j, for j € {1,...,h}. For j = 1,2,...,h, let Distributions 2.5 be the same to Dis-
tributions 2.(j — 1), except that D, D; ; are sampled simply from D7'*"™. Note that Dist. 2.h is

identical to the simulated distribution, except that in Dist. 2.h, U i Z™*™ is in the place where
J - Ay is in the simulated distribution, so they are statistically close again due to Lemma 3.10.

The sequence. We will show that:
Real = 1.(h+ 1) ~; L.h~, -+ ~c 1.1 & 2.0 & 2.1 =, -+ =, 2.h ~; Simulated
In particular, the ~.’s will rehl on thE LWE assumption, using A1, ..., A, as LWE secrets in the
following order: A,,..., A, Ag,..., Ap_;.
Lemma 5.10. For i € [h], Distribution 1.(i + 1) ~ Distribution 1.i assuming L\WE,, 2, 4 1/(z,),D;..,Dy.. -

Roughly speaking, we will show that for all i € [h],

— M; bX' +E; b —1 —
A1 (MipAi+ E; ~, {A._ M, A, + E; }
{ it < Si,bAi + Ei,b > }bG{O,l} ! 1( o + 7b) be{0,1}

where the distinguisher is also given A;_1, 7,1, S; 0, Si,1, My 0, M; 1, A;,butnot A, so that we can
treat A, as a LWE secret, cf. Lemma 4.4.

Proof. We introduce an intermediate distribution 1.i*, which is generated in the same way as Dis-
tributions 1.(¢ + 1), except that D; o, D; ; are sampled as:

Dy + AL ((Mb% + E”) ,a> ,be {0,1}.
i,b

where (U; o, U; 1) < U(Zy™™ x Zy™™).

The intermediate distribution 1.7* is statistically close to Distribution 1.7 due to Lemma 4.1. It
remains to prove that 1.5* is computationally indistinguishable from Distribution 1.(¢ + 1). This
follows Lemma 3.9, by treating A; as the LWE secret, and S; o, S; 1 as the public matrices.

Formally, if there’s an adversary A that distinguishes Distributions 1.(i + 1) and 1.7*, we build
a distinguisher A’ for LWE,, 211,,U(24),D7.,D;., @S follows. Once given the LWE challenge

Si0,8i1, Y, 0, Y1

where S, ¢, S;,1 are the low-norm public matrices, Y, , Y, ; are either the LWE, 5, , v(z,),0,.,.D;.,
samples with the common secret A; <— U (ZZX’"), or independent uniform samples from ZZX’” X
Zy*™. The LWE distinguisher A’ proceeds as follows:

1. Sample | Sip ¢+ D7" '
ample { kb < Uz }ke[h],k;ﬁi,be{o,l}

2. For k € [h],b € {0,1}, compute M}, ;, € Z"*" using f({skvb}ke[h},be{o,l})'

3. For k € {0,1,...,i — 1}, sample Ay, 7 + TripSam(lt,yn’q). For k € {i,i+1,...,h —1},
sample Ay, 7 < TrapSam(1¥, 1™, q). Sample A}, U(zZtxm).
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4. For k € [h],b € {0, 1}, samples

—1 (MppAr+Erp

Ak*l ( Sk,bék-"_Ek,b )

—1 (M, A+E; ; . —

Dy < Ai_l( Y., ) using 7,1 if k =1

using 7, if k <i—1

K;_ll(MkaKk + Ek,b)) using 71 ifk>i+1
with standard deviation o.
The LWE distinguisher A’ then sends

3 - Ao, {[Dis] Sk, Mk,b}ke[h]jbe{oyl} A

to the adversary A. If A says itis Dist. 1.(i + 1), it corresponds to the LWE samples with low-norm
public matrices; if A says Dist. 1.7*, it corresponds to the uniform distribution. O
Lemma 5.11. For j € [h], Distribution 2.(j—1) ~. Distributions 2.j assuming L\WE,, 5., 4 1/(2,),D5.,,Dz..-
Roughly speaking, we will show that for all j € [h],
7_1 _— p—
{Ajfl(Mj,bAj + Ej,b)} Re {D%m

be{0,1} - }be{o,l}

where the distinguisher is also given M, o, M 1, Kj, but not Kj_l, so as to trigger Lemma 4.4.
Proof. For j € [h], suppose there exists an adversary A that distinguishes Distributions 2.(j — 1)
and 2.j, we build a distinguisher A’ for Distributions 1 and 2 in Lemma 4.4 as follows. Given

challenging samples
Djo | Djy € Zm*m

either obtained from Kj__ll( (M 0A; +Ejo | M;1A; + E;1]) which corresponds to Dist. 1 in Lemma 4.4
(by treating [M;0A; | M ;A;] as the arbitrary matrix Z); or from D}"**™ which corresponds to
Dist. 2 in Lemma 4.4. The distinguisher A’ proceeds as follows:

1. For k € [h],b € {0,1}, sample S, - D7 7"

2. For k € [h],b € {0,1}, compute M}, ;, € Z"*" using f({skvb}k:e[h},be{o,l})‘

3. Fork € {j,j+1,..,h — 1}, sample Ay, 7, - TrapSam(1*,1™, q). Sample A},  U(Z}*™).
4. Forke{l,2,...,5—1,7+1,...,h}, b€ {0,1}, samples

A;;_ll(Mk,ka + Eyp,0) using 71 if k > j+ 1

5. Sample U « U(Zg*™).
A’ then sends

U, {[Dis] St My } A

to the adversary A. Note that A’ correctly produce the output without A;_;. So if A determines
that the samples are from Distribution 2.(j — 1), A’ chooses Dist. 1 in Lemma 4.4; if A determines
that the samples are from Distribution 2.j, A’ chooses Dist. 2 in Lemma 4.4. O

Theorem 5.7 follows from Lemmas 5.10 and 5.11. O

25



6 Matrix branching programs

To formally describe the applications it is helpful to introduce the terminologies for matrix branch-
ing programs.

Definition 5 (Matrix branching program). Let ¢,h € N be the bit-length of the input and the
index of a branching program. An index-to-input map ¢ : [h] — [{] and an input-to-index map
@ : {0,1}* — {0,1}" come in pairs, i.e. w(x); = z,(;), Vi € [h],x € {0,1}".

A dimension-w, length-h matrix branching program over /-bit inputs consists of a pair of maps
(w, ), a sequence of pairs of 0-1 matrices, and two disjoint sets of target matrices

r={w, {Mie {0,132 Po, Py {0, 1}<0}.

i€[h],be{0,1} ’

This branching program is computing the function fr : {0,1}¢ — {0, 1}, defined as

1 if Mg = [Ticpy Miss, ) € P1

Remark 6.1. Since one of ¢, @ uniquely defines the other, in the branching programs defined in
this paper we typically specify only one of them.

Looking ahead, the applications in this paper may require additional feature on the target sets
Py, P1 to perform the correct functionality. The following 2 types suffice for most of the applica-
tions in this paper (the exceptions are otherwise defined locally).

Definition 6 (Type I branching programs). For a vector v € {0,1}'*%, an input-to-index map ,
an integer w. The set of Type I branching programs Gy » ,, satisfies

1. AlT € Gy w4 are associated with the same input-to-index map w; all the matrices in I" have
the same dimension w.

2. ForallT € Gy o, the target sets Py, P satisfies v- Py = {0 }; v- Py C {0, 111w\ {01*}.

Definition 7 (Type Il branching programs). For a vector v € {0, 1}}*%, an input-to-index map @,

an integer w > 2. The set of Type II matrix branching programs Gy . ., satisfies

1. AllT € Gy &, are associated with the same input-to-index map w; all the matrices in I" have
the same dimension w.

2. For all T' € Gy ., the target sets Py, P; satisfies v - P; = {e1}; v - Py = {e2}, where
e; € {0,1}1*% denotes the unit vector with the i*" coordinate being 1, the rest being 0.

Note that we can always transform Type II branching program into a Type I branching pro-
gram by doubling the width while preserving the length:

Claim 6.2 (Type I C Type ). GI' _, C G!

v|—v,wm,2w

The idea is to simply add a dummy branch that always computes some fixed matrix in P;; this
doubles the width of the branching program. This transformation is used implicitly in several iO
candidates, e.g. [GGH"13b, GGH15, HHSS17].

The branching programs obtained by Barrington’s theorem directly satisfy Definition 7.

26



read-once Type I BPs
candidate WE §10

N

NC' C permutation BPs C  Type II BPs C Type I BPs
lockable obf §8 private CPRFs §7

candidate IO §11

Figure 1: Relationships between different types of BPs and how they relate to our constructions.

Theorem 6.3 (Barrington’s theorem [Bar86]). For d,w € N, w > 5, and for any set of depth-d fan-
in-2 Boolean circuits, there is a set of width-w length-4¢ Type II branching programs, where each T is
associated with the same index-to-input map , the same target matrices P, P, and permutation matrices

{Mip € {0, 13" i yay pego.1)-

The relationships between the different kinds of BPs and how they relate to our constructions
is summarized in Fig. 1.

6.1 Representing CNFs as matrix branching programs

We describe two specific branching program representations of CNFs which will be used in our
constructions. In both constructions, we obtain read-once branching programs of length ¢ for ¢-bit
inputs, whereas if we are restricted to permutations, then the known constructions require length
at least £ or width 2°.

The first one is from [GLW14]. The resulting branching programs are read-once Type I, and
the matrices are diagonal.

Construction 6.4 (Type I BP representation of CNF). Given a conjunction normal form (CNF)
formula ¥ with ¢ variables and w clauses, namely ¥ = v A ... A 1, where each clause v; is a
disjunction of the literals 1, ..., z; and their negations z1, ..., Z,.

Construct I'y = {L, {M,; € {0, 1}wxw}i€[€]7be{071} ,730,731} such that ¢(v) = v,v € [{]; P1 =

{0%w*™}, Py is the set of w-dimensional 0-1 diagonal matrices excluding 0***. In other words,

1
0

My =0 if U(x)
My #0 if U(x)

The matrices in I'y are constructed as follows.
1. Initialization: for all i € [¢],b € {0, 1}, Let M; ;, := I**".
2. If z; appears in v;: set the ji entry on the diagonal of M; ; to be 0.
3. If z; appears in v;: set the ik entry on the diagonal of M;  to be 0.

This branching program has length ¢ and width w.
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The second representation handles a single clause formed by a disjunction of the literals (we
assume an empty clause always outputs 0; a clause that always outputs 1 can be simply repre-
sented by z1 V Z1 ). It belongs to Type II.

Construction 6.5 (Type II BP representation of a disjunction). Given a clause ) which is a disjunc-
tion of the literals x1, ..., z; and their negations z1, ..., Z,.

1 0
Let N = (1 O)' Construct I'y, = {L, {M;, € {0,1}**2}

v,v € [f]; Py = {I?*?}, P; = {N}. The matrices in I'y, are constructed as follows.

il bel0.1} ,770,771} such that ¢(v) =
1. Initialization: forall i € [],b € {0,1}, Let M, := I**2.
2. If x; appears in ¢, let M; ; = N.
3. If z; appears in ¢, let M; o = N.

This branching program has length ¢ and width 2.

We can get a similar representation that handles a single conjunction of the literals (using de
Morgan’s law and the fact that Type II is closed under complement).

7 Application 1: Private constrained PRFs

In this section, we construct private constrained PRF for Type I branching programs (cf. Def. 6).
The constructions are straight-forward adaptations of prior constructions in [CC17]; however, we
require a different proof strategy which is reminiscent of that in [PS18].

7.1 Definitions

We recall the simulation-based definition for private constrained PRFs with one-key security from
[CC17]. According to [CC17, Section 4.3], in the one-key setting the simulation-based definition is
equivalent to the indistinguishability-based definition from [BLW17].

Definition 8 (Private constrained PRF (PCPRF)). Consider a family of functions F = {F)}ien
where F) = {Fj, : Dy — R),}, along with a tuple of efficient functions (Gen, Constrain, Eval, Constrain.Eval).
For a constraint family C = {C : Dy — {0,1}},cn,

e The key generation algorithm Gen(1*, 1¢, F,) takes the security parameter ), the input length
¢ and the description of the constraint class F), generates the master secret key MSK.

e The evaluation algorithm Eval(MSK, z) takes MSK, an input z, outputs Fusk ().

e The constraining algorithm Constrain(1*, MSK, C) takes MSK, a constraint C, outputs the
constrained key CKc¢.

e The constrained evaluation algorithm Constrain.Eval(CK¢, z) takes a constrained key CK¢,
an input , outputs Fck ().

F is a family of private constrained PRF for C if it satisfies the following properties:
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Functionality preservation for C(z) = 1. Foraninputxz € D, s.t. C(z) =1,
Pr[Eval(MSK, z) = Constrain.Eval(CK¢, z)] > 1 — negl()),

where the probability is taken over the randomness in algorithms Gen and Constrain.

Pseudorandomness and constraint-hiding.  For any polytime stateful algorithm Ady, there is a
polytime stateful algorithm Sim such that:

{Experiment REALAdV(l’\) }/\EN =5 {Experiment IDEALAdV’Sim(1’\)})\EN .
where the ideal and real experiments are defined as follows. In the experiments the adversary
can ask a single constraint query followed by polynomially many input queries. Once Adv makes
the constraint query C' € C,, in the real experiment Adv obtains the constrained key generated by
the constraining algorithm; in the ideal experiment Adv obtains a key generated by Sim, whereas
Sim is given only the size of C. Once Adv makes an input query z, Adv is expected to provide a
bit d, indicating the value of C'(z). In the real experiment Adv obtains the unconstrained function
value at z. In the ideal experiment Sim learns the indicator bit d,; if d, = 1 then Adv gets a value
generated by Sim, and if d, = 0 then Adv obtains a random value from the range R of the function.
The output of the experiment is the final output bit of Adv.

Experiment REAL, ,, (1Y) Experiment IDEAL,,, <, (1Y)

MSK < Gen(1%), Sim « 1%
Adv — C; Adv — C
Adv + Constrain(MSK, C) Adv «+ Sim(111)
Repeat : Repeat :
Adv — z; y = Eval(MSK,z)  Adv — z; y = Sim(z, d,)
Adv <y ifd, =0theny = U(R);Adv + y
Adv — b; Output b Adv — b; Output b

7.2 Construction

We construct private constrained PRFs for constraints recognizable by Type I branching programs.
For the ease of presentation we make notation conventions that are only applicable in Section 7.

For n,t,w € Ns.t. t = wn + n, for a matrix X € Z**,let X = <§> s.t. X € zwn)xx X g znx*,

Construction 7.1 (PCPRF). For a class of matrix branching programs G, - ., that satisfies Defini-
tion 6, construct a family of private constraint PRFs for G, - ., as follows.

Key Gen. Gen(1*,1¢, Gv.w.w) parses parameters h,w € N, v € {0, 1}1*% from Gy & -
Sample parameters n,m, p, ¢, B € N, 0 € R" according to Remark 7.2.

Sample {8, - Y™™}y Ay & 2 Let MSK := {Sip},p Ap.

be{0,1} be{0,1}°
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Eval. Eval(MSK,x) parses MSK as {S;} A}, on input x € {0, 1}, outputs

i€|h],be{0,1} °

[Sex) - Anl,-

Constrain. Constrain(1*, MSK, T') parses MSK as {S; »}
computes

A}, the matricesinI"as {M, ; }

i€[h],be{0,1} i€[h],be{0,1}”

(Ao. {Dib}tic pefony) ¢ ggh-encode(Yediag: {Mib}icpy pego.1y » (Sibdicmpefoy - Ans 0)

and outputs
CKpr =J- Ay, {Di,b}ie[h],be{oﬂl}'

where J = (v @ I | I™*") € {0, 1}*.

Constrain Eval. Constrain.Eval(CKr, x) parses CKr = J-Ay, {Divb}ie[h] befo,1}- Oninputx € {0,1}%,
outputs
[J-Ap- Dw(x)]p.

Remark 7.2 (Parameters). The parameters n,m,p,q, B € N, 0 € RT are sampled under the fol-
lowing constraints for correctness and security. m = Q(tlogq), o = Q(y/tlogq) for trapdoor
functionality due to Lemma 3.10 and Lemma 3.11. n = Q(Alogq), x = DZ72 v/ for security due to
Lemma 3.9 and Lemma 3.8. The noise threshold B is set according to Lemma 5.3

B>(w+1)-h- (maQ'\/m>h2(w+1)-h-((w+1)>\log2q)2'5h-

Let e € (0,1). ¢ and p are chosen s.t. ¢ > p- B - w(poly(\)) for correctness, ¢ < (o/A) - 22" for
security due to Lemma 3.8.

Theorem 7.3 (Functionality and correctness). For all z € {0,1}¢, with all but negligible probability
1+ Ao Do) = (Swa) A+ (vRI) - (Mg(s) ® Se() - An) [loc < B (11)
For z € {0,1}* such that C(x) = 1, with all but negligible probability
[T Ao D], =[S - Asl, -

Proof. The first statement follows Lemma 5.3. The second statement follows the setting of param-
eter ¢ = p - B - w(poly())), and Def. 6 which says when C(z) = 1, we have vM,(,) = 0. O

Example 7.1. For CNFs with ¢ variables, w clauses, encode them using Construction 6.4. Let
v = 11%% the resulting branching program satisfies the criteria for constructing PCPRFs.

Example 7.2. The “puncturing” functionality fx(x) = (x # x*) can be instantiated with CNF
with a single clause of disjunctions. To puncture on a point x* € {0,1}¢,let ¥ = (z; VT2 V ... V ).
Concretely, we can take w = 1l and let v = 1, M, ;» = 1, M; 1+ = 0,P1 = 0,Po = 1, so that

1 ifx=x*

M, — {O if x # x*
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7.3 Security proof

Next we prove Construction 7.1 satisfies constraint-hiding and pseudorandomness properties (cf.
Definition 8).

To assist the proof we adapt theorems from the PRF construction of Boneh et al. [BLMR13,
Theorems 4.3, 5.1]. For our purpose we need an unrounded version of their result. The proof is
implicit in that of [BPR12, Theorem 5.2].

Lemma 7.4 (Implicit from [BPR12, BLMR13]). Let h,n,q,B € N, 0,6* € Rs.t. n = Q(X-logq),
0 =Q(/A-Togq), X = Dz, B > h-(vno)", 0 > w(poly(\)) - B, ¢ > o* - w(poly())).

Define a function family F = { O ERL 1) (( )} , for which the key generation algo-

rithm samples a < U(Zy) as the private key, {Si,b — D"X”}b (o1 iel as the public parameters. The
S 1€
evaluation algorithm takes input x € {0,1}", computes

h
- (Hsz,xz> a+E; =S, -a+E; (HlOd Q)v
=1

where By < Dy . is sampled freshly for every x.
Then assuming the hardness of \WE,, noly ¢.U(24),Dy.,Dz.,- FOT d = poly(X) different input queries

W, .., 24, the outputs fa(z!V), ..., fa(z!¥) are computationally indistinguishable from d independent
uniformly random vectors from Zy.

Proof sketch. We first consider an expression analogous to the one in the proof of [BPR12, Lemma 5.5]

fa(x) = (Sl,am e (Sh—l,mh_l . (Sh,ach -a + Eh7xh) + Eh—l,xh_l) e + El,ﬁl) + Em

h i—1
)+ > | ([[Sie; | Biw | (modq). (12)
=1 j=1

=E*

T

where E1 4, ..., Ej 4, are sampled independently from x". Therefore we have |EX|| < B, hence
fa(z) ~ fa(z) due to Lemma 3.2 and the setting of parameters 0 > w(poly(\)) - B, E; < D7 .
(in the proof of [BPR12, Theorem 5.2] the additional terms are added due to rounding.)

Once we have Eqn. (12) the rest of the proof follows the proof of [BPR12, Theorem 5.2], except
that we use LWEn,poly,q,U(Zq),DZJ,DZJ instead Of LWEn,poly,q,DZJ,U(Zq),DZ,U' OJ

Theorem 7.5. Construction 7.1 is a private-constrained PRF assuming \WE,, 1y 4 v(2,),D5.,.Ds., -

Proof. The simulator Sim(1}) proceeds as follows:
. $
1. P : Sample U & z=m, {D;, « Dy | :
reprocessing: Sample 1 b 2o Jicinlbelon)

2. Given the constrained key query, Sim outputs U, {D;;} as the simulated con-

strained key.

i€[h],be{0,1}
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3. Given an input query z with indicator d,, Sim outputs

[U-Doy], ifde=1
S S
Y &z if dy = 0

To prove the real experiment is indistinguishable from the simulated one, we introduce an
intermediate simulator Sim*, which differs from Sim in the response to the evaluation queries.
Sim*(1*) proceeds as follows:

. $
1. P . Sample U & znxm {DZ- - Dmxm} .
reprocessing: Sample " b Lo epeion

2. Given the constrained key query, Sim* outputs U, {D;}, elh] befo,1} 3 the simulated con-
strained key.

3. Given an input query x with indicator d,, Sim* outputs

|U Dy | ifd, =1
F . *(:U) = p _ .
Sim . .
U Dy — (vRI) - (Mg © Sea) - Ah]p ifd, =0

Lemma 7.6. The real distribution is indistinguishable from the output of Sim* assuming \WE,, 5, ¢ v(2,),05.,, D2, -

Proof. We prove indistinguishability assuming semantic security of the vggiag-GGH encodings
with auxiliary input {Si:b}ie[h],be{o,l} ,J - Ap, Ay, as shown in Lemma 5.9. That is, we show if
there exists a distinguisher A for the output distributions of the real world versus Sim*, we build
a distinguisher A’ for the experiments in Lemma 5.9.

1. Once A makes a constraint key query with branching program I'y ., A’ calls for a sample
from the experiments in Lemma 5.9 with the matrices {M;}, €[kl be{0.1} and vector v from

I'v =, get back auxiliary inputs {Sivb}ie[h],be{o,l} ,J-Ag, A, where J = (v | 1) ® I"*" and
{Dis}, €[k be{0,1} sampled either from the real (GGH15 encoding) or the Gaussian distribu-
tion. A’ then send J - Ag, {D;}, elh] bef0,1} 3 the response for the constrained key.

2. Once A makes an evaluation query z with indicator d,, A’ responses with

[T Ao Doy, if d, =1
[J-A¢ Do) = (v I) Mgy @ Sew) - Apl, ifds =0

This is where we use the auxiliary input {Sivb}ie[h} be{0,1} J-Ag, Ay,

First we observe that J - A distributes identically to U from the output of Sim*. Then A’ responses
of evaluation queries is exactly the same to the responses of Sim*, and same to the responses in
the real world up to negligible statistical error due to Theorem 7.3. In addition, if {D;}, €lh] be{0,1}
are sampled the real distribution (GGH15 encoding), it corresponds to the distribution in the real
constrained key; if {D;}, €[h] befo0,1} ATe sampled the Gaussian distribution, it corresponds to the
output of Sim*. We conclude that the advantage of A’ is the same of the advantage of A. O
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Lemma 7.7. The output of Sim™ is indistinguishable from the output of Sim assuming \WE,, ,.1y ¢ U(2,),D5...Ds. -

Proof. The constrained keys simulated by Sim™ and Sim are the same. It remains to prove the PRF
evaluations produced by Sim* on input x such that C'(z) = 0 are indistinguishable from uniformly
random. To assist the proof we pick o* € R* s.t. h - (Vno)" - wpoly(\)) < o* < W’ly(/\)).

For z € {0, 1}¢ such that C(z) = 0, rearrange the output produced by Sim*:

Fsim=(2) = |U Dy — (vRI) Me) ® Sw(a)) 'Kh]p
= |U Dug) — ((v-Mu) @ Sow)) - Al

w

= |U-Doy— >, ((V “Me())) - Swia) 'Kg))

Jj=1

(13)

p

w

~ |U-Dgy— Y ((V “Mcz(2))j - Seo(a) .Xﬁf)) +E,

Jj=1

P

where (v - M,(,)); denotes the j coordinate of v - M ,); Kﬁf) denotes the ((j — 1)n + 1) to
( jn)th rows of Aj; E, D%ET. The setting of o* guarantees the statistical closeness of the last
two distributions.

The functionality of the Type I branching program I' guarantees that v - M,y € {0, 1} \
{o***}, which means at least 1 term in the summation is non-zero. Suppose the non-zero term is
J*, we will use K;f*) as the secret to trigger Lemma 7.4.

Formally, let Xy := {zl!, ..., 2[?} be the set of d = poly()\) input queries such that C(z!7) = 0,
Vi € [d]. We run through w hybrid distributions. In the j** hybrid, j € [w], we take out the inputs
Xr = {z* | (v - Mpgp); = La* € Xj_1}, set Xj := Xj_1 \ X7 Forall z* € XF, we have

Fjm~ (x*) s {Zac* - (Sw(z*) ’ ng) — Eg- )—‘p e LZiU* — Ux*—‘

, (14)

where Z,- denotes the rest of the terms from the last expression of Eqn. (13), Uy« < U (ngm),

independently for each z*. The last ~, follows Lemma 7.4 by treating K}j) as the secret.
At the end of hybrid w we finish with an empty set X,. The proof of Lemma 7.7 concludes. [

The proof completes by combining the Lemmas 7.6 and 7.7. O

8 Application 2: Lockable obfuscation

In this section, we construct lockable obfuscation for general Type Il branching programs (cf. Def 7)

Lockable (a.k.a. compute-and-compare) obfuscation [GKW17a, WZ17] takes as inputs a pro-
gram f, a target bit-string y, a message 1, produce an obfuscated program Obf[f,y, u] that per-
forms the following “compute-and-compare” functionality: on input z, if f(z) = y, outputs 1;
otherwise outputs L. The security requirement is that of distributional virtual-black-box (VBB)
security, which guarantees that the obfuscated program does not reveal any partial information
about f,y,u as long as they are chosen from some distribution where y has sufficient pseudo-
entropy given f.
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We describe a basic construction of lockable obfuscation, where “basic” means we work with
a fixed message ;1 = 1, and VBB security holds when y is sampled uniformly random. The point
however is that we can handle a family of functions 7 = { f} represented by more general branch-
ing programs, as opposed to the basic constructions in [GKW17a, WZ17] where F must be recog-
nized by permutation matrix branching programs. The extensions to multi-bit message (., target
y with reasonable pseudo-entropy, program f represented by general circuits or Turing machines
follow the analysis and transformations in [GKW17a, WZ17].

Both the construction and the proof are straight-forward adaptations of the prior constructions
in [GKW17a, WZ17], once we have established semantic security of the underlying generalized
GGH15 encodings as in Lemma 5.9.

8.1 Definition
Recall the definition from [GKW17a, WZ17].

Definition 9 (Lockable (or compute-and-compare) obfuscation). Consider a family of functions
F = {Frhen where F = {f:{0,1}*™ — {0,1}*M}, v(A) = w(logA). A lockable obfuscator
takes a function f € F and a target y € {0,1}”, outputs an obfuscated program Obf[f, y] which
satisfies the following properties:

Functionality. Obf[f,y] takes an input = € {0, 1}, output 1if f(z) =y; L elsewhere.

Virtual black-box security. A lockable obfuscator is said to satisfy virtual black-box security if
there is a p.p.t. simulator S such that for all f € F,

Obf[f,y] ~. S(1*, 1M1

over y & {0,1}” and the randomness of the obfuscator and S.

8.2 Construction

We construct lockable obfuscation for function families 7 = { £, : {0, 1} — {0,1}*V}, where
v(A) > 2nlogg, the functionality of each output bit can be recognized by a Type II branching
program (cf. Def. 7).

For the ease of presentation we make notation conventions that are only applicable in Section 8.

X <
(vwn) xx*
X) st. XeZ ,

X € Z™*. Fori € [v], j € [w], let X denote the (i — Dwn + 1) to (iwn)™ rows of X; x )
denote the ((j — 1)n + 1) to (jn)™ rows of X%, For arbitrary variable (say Z) not representing a
matrix (or a column vector) with vwn rows, we use the superscript Z(*) to denote objects related
to the i’ output bit of the function f € F. For example, the functionality of the i*" output bit of f

is denoted as .

For n,t,w,v € N such that t = vwn + n. For a matrix X € Z>**, let X = (

Construction 8.1 (Lockable obfuscation). For a function family 7 = {f : {0,1}* — {0,1}"} s.t. for
all f € F, f® can be recognized by a branching program I' from the class Gy ., ., that satisfies
Definition 7. Construct the lockable obfuscation for F as follows.
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Parameter Gen. Gen(1*,1¢,17,G, . ,,) parses parameters h,w € N, v € {0,1}*% from Gy o 4.
Sample parameters n,m, ¢, B € N, 0 € R" according to Remark 8.2.

Sample {S; < X"""},c Sample a column vector Ay, & Y/

,be{0,1}*

Obfuscate. Giveny « {0,1}”, sample A, :=>" }Kg»(%yi))'

€y

(4)

Given f € F where fori € [v], each f() is recognized by T'¥) = {w, {M,(gZ o s

N }
b peln) pefo,1}’
For k € [h],b € {0,1}. Define My, € {0, 1}#%)*x(%) by agsigning MSL in the i'" diagonal
w-block, i.e.

My, = diag(M}, .., M{"}).

Now compute (following Construction 5.1 under Remark 5.4)
(A0 {Dip}icin) pefoy) ¢ g8h-encode(Yadiag, {Mipbicin pefo 1y » {Sibticmysetony » Ans o)
and output Obf[f, y] := JAo, {Dip} s pegory Where J := (v | .. [ v | —1)@I™" € {0, 1},

Eval. Eval(Obf[f,y],z) parses the obfuscated code as JA, {D@b}ie[h} be{0,1}- outputs

Eval(Obf[f,y],z) = {L else

Remark 8.2 (Parameters). The parameters n,m, ¢, B € N, ¢ € RT are sampled under the following
constraints for correctness and security. m = Q(tlogq), o = Q(v/tlog ¢) for trapdoor functionality
due to Lemma 3.10 and Lemma 3.11. n = Q(\logq), x = Dy oux for security due to Lemma 3.9
and Lemma 3.8. The noise threshold B is set according to Lemma 5.3

B> (wt1)-h- (mo® /nGw D) > (1) h- (v + 1) log? )"

Let e € (0,1). ¢ is chosen s.t. ¢ > B - w(poly(A)) for correctness, ¢ < (/) - 22 for security due
to Lemma 3.8.

Remark 8.3. The construction can be generalized to handle different dimensions w, different vec-
tors v for the branching program of each output bit.

Example 8.1 (A special compute-and-compare functionality). Consider lockable obfuscation for
the following family of functions F = {f : {0,1}* — {0,1}"} where each output bit f() of f
is either a conjunction or a disjunction of an arbitrary subset of the literals x1,...,z, and their
negations 71, . .., Z,. Then, each () is computable by a Type II matrix branching program ') of
length ¢ using Construction 6.5 with w = 2,v = (0 | 1). On the other hand, if we are restricted to
permutation branching programs, then we would require length ¢2. Therefore, for this family of
functions, we achieve more efficient lockable obfuscation than the prior construction [WZ17].

Remark 8.4 (Relation to obfuscating conjunctions in [BR13, BVWW16, WZ17]). Brakerski, etal. [BR13,

BVWW16, WZ17] considered the problem of obfuscating conjunctions in the distributional virtual
black-box setting. This problem can be reduced to lockable obfuscation for a sub-class of the func-
tion family described in Example 8.1 where each f(*) is either 1 or z;. Observe that such f(*) can be
computed by a permutation branching program of length ¢, so using non-permutation matrices
does not improve over that in [WZ17].
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Theorem 8.5 (Correctness). Construction 8.1 satisfies statistical correctness. Namely, for all f, y €
{0,1}", © € £, with all but negligible probability over the randomness of the obfuscator,

L iff(x)=y

Eval(Obf[f,y],z) = {J_ if fz) £y '

Proof. Forz € {0,1}¢,y € {0,1}7,

- nxn i <) .
J‘AO'Dw(x):Z((V®I 8 )'(M() )®Sw(f€))'Ah )_Sw(x)'Ah+E

w(z
=1
< (i) \
= (Sww - A, ~Se) A, +E (15)
1=1

I (D) (2= ) .
=1

“ In Eqn. (15), the first equality follows
) 2

where E* € Z" s.t. [|E*||o < B; ) :=
[E*|lc < B;j 5 ifyMU

Lemma 5.3; the second one follows the structural criteria of Type Il branching programs (cf. Def 7);
the third one is due to the construction of A;,.
If f(x) =y, then forall i € [v], we have ) =2 — y;. Hence

J- Ay Dw(a:) = Sw(w) 0"+ E*=E"

On the other hand, if f(z) # y, then the set Z = {i |i € [V]s.t. j) # 2 —y;} is not empty.
Continue with Eqn. (15)

763D o (i,(2—y x
J-Ao Do) = Su) - Y (Aﬁﬁ Yy v ”) +E (16)
1€

AT
SN

Since 7 is not empty, Agz) is the sum of independent uniformly random vectors over Zg, so Aglz)
distributes uniformly random over Zj. At the same time we have S, is invertible (over Z)
with probability 1 — negl(\) due to [WZ17, Claims 2.7, 4.11]. So S, - Ag) distributes uniformly
random over Z?. Hence Pr [||J- Ag - Dgy)llee < B] < B/q = negl()\) where the probability is
taken over the randomness of the obfuscator. ]

8.3 Security proof
Theorem 8.6. Construction 8.1 satisfies VBB security assuming L\WE,, 5, 4 v(z,), Dz.6.Dz.0°

mxXm

Proof. The simulator Sim simply samples U & Zy<™m, {D@b < Dy Dy, o, Dp 1 <

}ie[h—l},be{o,l}’
Dy, and output them as the simulated obfuscation.

To prove that the simulated distribution is indistinguishable from the real, we introduce an
intermediate simulator Sim* who gets f but not y. Sim* runs the same obfuscation procedure as
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the real world, except that Sim* samples A, & Zy, instead of A, := Eie[u} X,(f’(z_yi)) in the real

world. Since y distributes uniformly random over {0,1}", v > 2nlogq. The output of Sim™* is
statistically close to the real distribution due to leftover hash lemma, cf. Lemma 3.1.

Finally, the output of Sim* and Sim are indistinguishable assuming LWE,, 5.,  v(z,), Dy...Ds,, due

to the semantic security of the ygqiag-GGH encodings with auxiliary input J - Ao, cf. Lemma 5.9.

O

9 New attacks to iO candidates for branching programs

We extend the applicability of cryptanalytic attacks on iO candidates. The new attack algorithm
simply computes the rank of a matrix formed by honest evaluations of the obfuscated code, then
uses the rank as the distinguishing factor. So we name the new attack as a “rank attack”.

To classify the attacks we introduce additional terminologies for matrix branching programs.

Definition 10 (Single/multi-input). A branching program is called single-input if each step of the
program is controlled by 1 bit from the input. A branching program is called dual-input or even
multi-input if each step of the branching program is controlled by 2 or more bits from the input.

The branching programs following Def. 5 are implicitly single-input due to the definition of
input mappings ¢, w. By default we work with single-input BPs.

Definition 11 (Input partition). A branching program I is (s, L)-input-partitioned if the BP steps
can be partitioned into s consecutive intervals [h] = H1 | Ha | ... | Hs. In each interval, there are
L input bits that control only steps in that interval and nowhere else. When (s, L) are dropped, it
indicates that s > 2, L > 1.

Definition 12 (Input repetition). A branching program I' is c-input-repeating if all of its input bits
appear at least in ¢ non-consecutive intervals of steps.

For example, a 2-input-repeating branching program is not input-partitioned. A read-once
branching program is 1-input-repeating and (s, L)-input-partitioned as long as s - L < h. An
oblivious permutation branching program obtained from Barrington’s theorem over a depth-d
circuit with £ input bits is O(4%)-input-repeating.

9.1 The description of the iO candidates

We describe the obfuscation framework of Garg et al. [GGH"13b] in a way that is easy to gener-
alize to other variants in the literature. On a high level, the existing candidates first fix a plaintext
matrix branching program; then add several randomization layers, also known as “safeguards”;
finally encode the randomized matrices using the graded encoding schemes. Different candidates
make different choices in these steps. As examples, here are some of the iO candidates for branch-
ing programs interpreted in this framework.

Construction | Matrix type Diagonal padding | Scalar & Kilian | Mmaps
[GGH'13b] | Permutation Yes Yes Not specified
[BGK*14] Dual-input permutation No Yes Not specified
[GMM'16] | Dual-input permutation Yes Yes GGH13
[HHSS17] Read-once, non-permutation | Yes No GGH15
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From now we only discuss single-input BPs. Let R denote the base ring (the typical choices are
R =Zand R = Z[X]/(¢(z)) for an irreducible polynomial ¢). The obfuscator works as follows:

0. Convert the function into a matrix branching program. The obfuscator first converts f into a
branching program I' = {w, {M;;, € {0, 1}wxw}ie[h},b€{0,l} , Po, 731}. A typical choice of the
target sets is

= {1}, Pr={0,1}"""\ P,. (17)

1. Add safeguards (randomizations). The randomization step embeds every matrix M, ; inside a
higher-dimension randomized matrix S,»J,, in an attempt to prevent leaking information from
illegal evaluations, at the same time randomize the plaintext matrices as much as possible.
The functionality requirement is, for = € {0, 1} we have whp

J-Sou L=0 if f(z) =
J-Sowm L#0 if f(z) =
where J is a row vector and L is a column vector. We will also refer to J, L as the left and
right bookends.
Here we describe a typical approach of producing S, ; that is used in [GGH " 13b, GGH15].
Add a dummy program. Add a “dummy branch” I, which is a branching program with

the same input mapping function w consisting of only identity matrices of the same
dimension as the ones in the functional branch. Namely M/, = I**".

Diagonal paddings and bookends. Let t = 2w + 2n. For each i € [h],b € {0,1}, choose
random matrices R;p, R}, € R"*". Pick vectors r;,r’,rz, 1’ randomly from Rxw
subject to the following condition:

forallz € {0,1}s.t. f(z) =0, r;M (@)TL —rJM’() 'l =0.

Then create “bookends” J € R** L € R**! such that
J=(rs 0" |/ ;| 0™, and L = (rp | 1" | —¢/p | 1),

Kilian-style randomization and bundling scalars. Sample bundling scalars {ai,b, o b}ie[h],be{o,l}

and invertible matrices {K;, K'; € R(wtn)x w+")} lh1] , identity matrices Ko, Kp, K'o, K's,.
The scalars are chosen under the constraint that for any input bit j € [¢],

Hazo— Hazoand Hall— Ha (18)

u(i)= W(i)=j v(i)=j u()=J

We sometime use the notations

b = H ai,b(: H O‘;,b)' (19)

W(i)=j W(i)=j
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Conclude the randomization step. Form the randomized matrices by
. . 1 (M, (M,
Sip == diag (ai,sz._ll ( " Rz‘,b> Ki, oK' ( ' R/, K'; | € R (20)

2. Graded encoding. Apply graded encodings on the matrices S;;, and the bookends J, L.

For candidates that use GGH15 encoding (e.g. [GGH15, Section 5.2], [HHSS17]), following
the notations defined in Construction 5.1, we compute

Aj:=JAy e Z*m
Dy A7 (Sip-Ai+Eip) €Z™™i=1,...,h -1 (21)
Dy A}?i1(sh,b ‘L-Ap+ Eh,b) e Z™*! where Ay U(Zq)

The obfuscated code consists of A j, {Divb}ie[h] be{0,1}"

Remark 9.1 (merging the dummy program). In the iO candidates like [GGH "13b, GGH15, HHSS17]
that rely on a dummy program, the constructions typically use GGH15 encoding twice (with cor-
related matrices and appropriate bookends), once to encode the original program and a second to
encode the dummy program. These constructions can be captured by our framework above by
tweaking the distributions of Ay,..., A,_1 (to be block diagonal matrices) and {Di,b}i elhlbefo1}
Our rank attack also applies there, with the analogous heuristic assumptions.

9.2 Summary of the applicability of the (old and new) attacks

We describe new attacks against candidates using GGH15 and GGH13 graded encodings, even
when all the “safeguards” (bundling scalars, Kilian, random diagonal padding) are included. The
running time of the attack is polynomial for input-partitioned BPs (in particular read-once BPs).
But for c-input-repeating BPs, the running time grows exponentially in c. This feature matches the
best known attack [CLLT17] on iO candidates that use CLT13 graded encoding [CLT13].

Attacks Type of MBP Diagonal padding | S & K | Graded encodings
[CGHT15] | Input-partitioned Yes Yes CLT13

[CLLT17] Single-input, exp.(rep.) Yes Yes CLT13

[MSZ16] Special No Yes GGH13
[ADGM17] | Single-input, exp.(rep.) No Yes GGH13

[CGH17] Permutation, input-partitioned | Yes Yes GGH13 & GGH15
This work | Single-input, exp.(rep.) Yes Yes GGH13 & GGH15

Summary of the applicability of the attacks to candidate BP obfuscators.

Here “exp.(rep.)” means the cost of the attack grows exponentially over the repetition times of an
input in the branching program. “S & K” stands for “Scalar & Kilian randomization”.

To clarify the status, we mention a few existing iO candidates for branching programs that we
do not know how to break. Current, even if all the safeguards (randomization mechanisms) are
included in the candidates, the only chance to prevent the attack seems to “hack” the input-step
pattern in the plaintext branching program. The existing solutions include (non exclusively):
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1. Let the input bits repeat O(\) many times. In this case the current analysis indicates that our
attack runs in time exponential in .

2. Converting the plaintext branching programs into dual-input BPs, as was used in [GMM *16].

3. Adding a “stamp function” to disturb the BP step pattern, as was used in [FRS17].

The status holds not only for the candidates using GGH15, but also for those using GGH13 and
CLT13 (at least against classical polynomial algorithms).

9.3 A distinguishing attack for iO candidates using GGH15

To break a candidate indistinguishability obfuscator for branching programs, it suffices to show
a pair of branching programs I'(®) T(1) that are functionally equivalent, yet distinguishable when
they are obfuscated. We present such a distinguishing algorithm. Readers who prefer to under-
stand the attack with concrete examples can turn to the later pages and find Examples 9.1 and 9.2,
load them in the cache, then read the algorithm and the analysis with the examples in mind.

Algorithm 9.2 (rank attack). The algorithm takes as input two plaintext branching programs
['®, 1M the obfuscated code (AJ, {D@b}ie[h] be {0 1}> of either T'(®) or T(Y), proceeds as follows.

1. Pick two integers p > T > 1 according to I'® T(!) and the security parameter.
2. Divide the ¢ input bits into 2 intervals [¢/] = X’ | Y such that |X|,|)| > [log p].

3. For 1 <i,j < p, evaluate the obfuscated code on p? different inputs of the form u(%) = () |
y9) € {0,1}! s.it. f(u(®)) = 0. The choice of the inputs depends on I'® T} and we will
explain later. Let v(*) € Z be the evaluation result on u(%7):

) = A Dw(u(i,j))-

4. Compute the rank of matrix V = (v(%9)) € ZP*?, then compare the rank with the threshold
T to decide whether the obfuscated program is T'®) or T'(1).

The values of T' and p, and also the p? inputs depend on the details of T T(}). We will
determine these values and inputs in the analyses. The total cost of the attack is poly(p).

9.3.1 Analysis of the rank attack on read-once branching programs

We analyze Algorithm 9.2 on the obfuscated read-once branching programs (which means h = /,
w is an identity function.)

Remark on the candidate obfuscator of Halevi et al. The candidate obfuscator of Halevi et al.
[HHSS17] is the only one in the literature that explicitly works with read-once branching pro-
grams. To “keep within the realm of feasibility”, [HHSS17] removes some of the safeguards. In
particular the bundling scalars are not added in [HHSS17] since they only consider read-once
branching programs. Also Kilian-style randomization are not included since the A matrices in
GGH15 encoding already provide this kind of protection. They set Py = {0“*"}. The dummy
branch and the bookends are set correspondingly to detect whether M, = 0“*". Concretely
Sz}b = diag (M, Rip, I"¥V, R;p), J = (11w | 11xn | olxw | —11xn) T, = jwintwin Gince all the
entries of M are non-negative, then 11Xw. Py . 1% = 0 over Zq means P = 0.
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The subtraction attack. We note that without the bundling factors, the obfuscated code of I'®)
and T might be distinguished simply from illegal evaluations even if they are read-once and
functionally equivalent. The idea is to compute D; o — D; ; which gives the encoding of

Sio —Si1 = diag (M0 —M;1,Rio—R;1,0"" Rip — Ri1) -

This may leak extra information beyond the honest evaluations. As a concrete example, consider
the following pairs of 1-step branching programs.

10 10 - )1
F(O)Z{Mm:(O 1>,M1,1=<0 1)},F(1):{M1,o:(0 0),1\/[1,1:(0 1)}

Both programs compute the 1-bit functionality f(z) = 1 so they are functionally equivalent. But
the distinguisher can simply compute D; o — D1 ; and check if it encodes an all-0 matrix or not.

GGH15 obfuscator for read-once branching programs with all the safeguards. Instead of [HHSS17]
we analyze a variant of the candidate from [GGH15, Section 5.2] where we apply all the known
safeguard mechanisms. For the ease of presentation we make the following specification on the
type of read-once branching programs we are working with.

Definition 13. Let e; € {0, 1}1“" denotes the unit vector with the 1% coordinate being 1, the rest
being 0. We require a read-once branching program I' = {{Mzb € {0, 13}, cinveo,11 > Pos 731}
to Satisfy e -Po- e{ = {1}, e P elT = {0}

Construction 9.3 (iO candidate for read-once BPs with all the safeguards). Given a BP I" that satis-

fies Def. 13. Let ¢ = 2(wn-+n). Sample { S, Ri, R, € 27" | ARG KKK ez}
’ ’ ) i€[h],be{0,1} i€[h—1]

Ko = K, = Ko = K’} = I/2%%/2 v ; r; € Z'*%, all randomly with small norm. Set J = (e; ®ry |

01><n ’ —e1®ry ‘ len)’ L= (el ry ’ 11><n ‘ e1ry ’ 11><n)T_

Compute {SZ p € ZEXT as
’ i€[h],be{0,1}

N . 1 (M, ®S; 1 (T ® 8,y
L 1 i,b ib ) /- 1, /.
Sip = diag <Ki_1 < Rﬂ)) K, K, ; < R;L,b K. (22)

The obfuscated code is the encoding of (J , {glb}

1

clh.bel0.1) 7L> produced same as Eqn. (21).

The difference of Eqn. (22) from Eqn. (20) is that the bundling factors are non-commutative. It
does not break correctness since we are working with read-once branching programs.

Analysis of the rank attack. We show Algorithm 9.2 breaks Construction 9.3 (as well as the con-
struction in [HHSS17]). Most of the analysis will be explained based on elementary observations
that are sufficient for the attack. In the end we will extract the essential ingredients that are necessary
in Remark 9.6.

In the analysis we make a few heuristic assumptions. All the heuristics are about the linear
independence of vectors from products of Gaussians. The assumptions have been experimentally
verified. Also, similar assumptions were used in [CLLT16, CGH17].
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Claim 9.4 (structure of V). The matrix V € Z**? obtained in Algorithm 9.2 can be factorized into

y Y

Vs (009) = (X, ]Xs) - ( 1) (23)

N—— Y2

=:XeZpx (m+t) —
=Yez(m+t)xp
where X; € Z°*, Xy € ZP*™, Y1 € Z'P, Yy € Z™*P. With overwhelming probability, X,
Y are full-rank over Q (i.e. their ranks are independent of the underlying branching program
I'); the intersection of the column spans of X; and X3 is {0}. In particular, when p = t + m,
with overwhelming probability, rank(X;) = rank(V) — m. Both statements are based on heuristic
assumptions.

Justification of Claim 9.4. The analysis of Claim 9.4 follows the similar observations from [Hal15,

CLLT16, CGH17]. Note that even though the matrix X, depends on the underlying {Slb} clhlbe(0.1}
1€|h],0€0,
and the underlying branching program, we will argue heuristically that the rank of X, does not;

in fact, the rank of X3 is m. The same applies also to Y; and Y5.

For concreteness we recap some of the details. Let the input partition be [¢(] = [1, v/ | [u 1,/
for a fixed integer v. The honest evaluation of the obfuscated code on input u(") = () | y(9) €
{0,1} | {0,1}*~ gives via (10)°:

S, - LA, +H g

A; Dy = (J.Sx@ |J.HM).( o > (mod ), (24)
y]

where the subscripts do not strictly follow the convention of subset product. Instead, we define
x(z) = [l < . m) Sym = f;_:”l (SHV y(j)), (the subscripts are not directly interpreted as
Yk
bit-strings, e.g. even when y@) = 20 = 000, S, and S,(;) denote different objects; same for
‘- .
below,) D) := [T} (DHV’%(CJ)), the terms H, ;) € Z™, H,(;) € 7! are defined as’

v ka2—1 -
Hm(i) = Z <H Sklvwiff . Ekz,ngz) . H Dk3,Lk3> ’ (25)

ko=1 ki1=1 ks=ko+1

L—v ko—1 l—v
Hyo =) (H Stit, y) Ek2+u,yfj2) 11 Dy, y(“> (26)

ko=1 ki=1 ks=ko+1

5For example, when ¢ = 4, w = z | y = 00 | 00, we have
A;-D, = J(Sl,oéz,oss,os4,oLA4 + 31,032,0S3,0E4,0
+ s1,0§2,0E3,0D4,0 + Sl,oE2,oD3,0D4,o + E1,0D2,0D3,0D4,0)
~ - . S3,084,0LA4 + S30E40 + E3,0D
= (JS1,0S2,0 | J(S1,0E2,0 + E10D2y)) - HOPA0HE 5,074.0 3040 (mod q).
D3 0D4p
7 For example, when £ = 6, u = z | y = 000 | 000, we have

H, = 51,052,0E3,0 + S1,0E2,0D3,0 + E1,0D2,0D3,0, Hy = 54,055,0E6,0 + S4,0E5,0D6,0 + E4,0D5,0D6.0.
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Recall that we assume for all 4, j € [p], f(u*)) = 0,503 -S ;) - L = 0 holds by the correctness
of the construction. Hence we have

o . H
V) = (38,00 13 H,0) - <Dy§%j) ez, @)
y]

Arrange v(%7) into a matrix gives
Ly e J-S J-H
Ve v v B z(1) | 2(1) ' (Hy(l) Hy(p)> (28)
= .. . L ]= e D D
oD y(ep) J-S,) | J-Hy, yM y(P)

::(Xl ‘ X2)::X€pr(m+t) = (i;) =Y ez(m+t)xp

We first verify that Xy and Y are likely to be full-rank over Q.

e For Y, each columnin Y5 is a subset product of D matrices (sampled from discrete-Gaussian)
selected by a different input, each product contains at least a random column factor, which
splits across the rows. This justifies the linear independence across the rows within Y.

e ForY;, welookattheF ) := Eu+1,y§j) . Hi;l; DHk’yl(cj) term in H () in Eqn. (26).If we write
Y: = G + F where each column of F is F, o, then the rows in F are likely to be linearly

independent using the similar observation for Y. The G component (which depends on the
S;’s), though not completely independent from F, is not likely to “cancel F out”.

e For Y as a whole, the rows in Y, Y are likely to be linearly independent over Q, since
the D matrices in Y5 are sampled from Gaussian with a fixed center from the terms in Y.
For this reason Y and Y» are inherently linearly dependent over Z,, as was mentioned in
[Hal15] to emphasize that the attack must use equations hold over Z.

e For the columns of X5, we look at the Emgi) Jli_sD bl term in H ;) in Eqn. (25), then use
the similar observations from Y to argue that X5 is full-rank.

So when p = t+m, with overwhelming probability, Y is full-rank, i.e. rank(Y) = m+¢; rank(Xz) =
m. In particular the ranks of X, and Y are system parameters and independent of the underlying
matrix branching program I'.

In addition, we claim that the intersection of the column spans of X; and X3 is {0}. The easiest
way to justify is again to use the E Ll | Dk,a:,(j) term in Eqn. (25) — the intersection of the
column span of X; and the column span of this term is likely to be {0}.

To conclude, under all the heuristics about linear independence, rank(X;) = rank(X) —m =
rank(V) — m. Note that rank(X;) does depend on I' and we will analyze it next.

Claim 9.5. There exists a pair of read-once branching programs that are functionally equivalent,
yet Construction 9.3 produces X; with different ranks, where X is defined in Claim 9.4.
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Justification of Claim 9.5. First we examine the structure of X;:

J-S,0
X =
J-S,0

(J - diag (Mmu) ®S;m, R0, I ® S, 1), R;(l))

) -diag (K,,K'))
J - diag (M, ® S,0, Ry, I © S0, R ()

(29)
(e1tM,) ® (rsS;m) | 07" | —e1 @ (r;S,m) | 01"
= - diag (K, K,
(e1M,,) @ (rsS,m) | 01" | —e1 @ (rsS,m) | OFX™
Since diag (K, ,K’,) is always non-singular, rearranging the terms in Eqn. (29) gives
(e1M, ) | —e1) ® (rsS,m)
rank(X;) = rank (30)
(e1M,) | —e1) ® (rsS,))
::Cez(Qum,)Xp

Take a closer look at the C matrix in Eqn. (30). First we observe that the rows r ;S 1) through
r;S,( are likely to be linearly independent (for the similar reasons as X3, Y1, Y2). So we can
think of C as being partitioned into (2w) x p blocks, each block contains an n-dimensional row
vector, which is either 0 or random (across rows), depending on the entries in

etM_ ) | —ep
. —=: B e {0,1}Zw)>r (31)
etM, ) | —e1

. o I‘JS:D(1) 0 _rJSz(l) 0 o 1 0 -1 0
Forexample,1fC_< 0 0 —r/S.e 0 ,then B = 00 -1 0)

Now we choose two branching programs T'¥), T() 5o that the resulting B matrices, denoted

as B(® and BM, have different ranks; therefore the corresponding Cc©, ¢ (hence Xﬁ‘”, Xgl))
matrices have different ranks.

Example 9.1. Define the targetsetsas Py = {Z € {0,1}"*¥ s.t. Z1 1 =1}, P1 = {Z € {0,1}""*¥ s.t. Z1 1 = 0}.
T'©) simply sets all the matrices to be identity, i.e.

F(O) _ M(O) — Juwxw .
{{ hb }ie[é],be{o,l} P Prps

1x(w—1)
') is almost the same with T'(*) except that Mﬁ = (0(“’_11)“ I(i_l)x(w_1)> ,le.

1 — (1) _ qwXw (1) (1) _ wxw
r {MLO e M), M) =1 }iew],be{m} P, 731} .
Following the specification from Def. 13, both I ©), r represent all-0 functionality.

The p? inputs are chosen as follows. For the prefixes {z! 3 clol’ let () = 1] 0", Let the rest

be arbitrary from 0 | {0, 1}*~!. The suffixes {y\/)} _  are arbitrary from {0, 1}/~.

JEp]
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Here is a comparison of the resulting B matrices

0 1
elM(ézl) | —€1 e | —eq elM(l()l) | —€1 1lxw | —ep
B(O) _ elMx(z) | —e; _ e | —eq ’ B(l) _ ele(l) | —e; _ (S31 | —e] (32)
0 — 1 —
elMi(l) | —e1 er| el elM;(Z) | —e1 el |-e

So rank(B(?)) = 1, rank(BY)) = 2. Therefore w.h.p. (over the randomness of r and the S matrices)
rank(C() = n, rank(CM)) = n + 1. Hence rank(Xgo)) =n, rank(Xgl)) =n+1

Combining Claim 9.4 and Claim 9.5, we conclude that there exists two functionally equivalent
BPs I'®), ') whose obfuscated forms (based on Construction 9.3) are distinguishable by Algo-
rithm 9.2 by setting p = m +t = m + 2(nw + n), T = m + n. Concretely, if rank(V) < T, the
distinguisher chooses I'"); if rank(V) > T, the distinguisher chooses I'"). The success proba-
bility is close to 1 under the heuristics about linear independence. The cost of Algorithm 9.2 is
polynomial in p, hence polynomial in the input length ¢ and the security parameter.

Remark 9.6 (Weakened conditions for the success of the attack). The threshold rank 7" may be
different, depending on the plaintext branching programs.
The conditions of the matrices in of Eqn. (28) can be weakened by requiring

e The columns of X; do not fall into the column span of X»;
e There are sufficiently many rows in Y; that do not fall into the row span of Y5;

instead of requiring the entire X, and Y to be full-rank. Under the weakened requirements, the
rank of X can still be extracted, since it is multiplied with an (at least partially) random matrix
Y, plus the fact that neither X; nor Y; fall into the span of X5 and Y,. Indeed there might be
ways to modify the distributions of the random matrices so that Xy and Y are not full-rank, but
we do not see how to bypass the weakened conditions without trivially breaking the candidate.

Remark 9.7 (Applicability of the analysis). The analysis directly applies to break general (2, log(p))-
input-partitioned branching programs, not only read-once BPs. We need at least log(p) free bits in
each interval to produce p differing prefixes and suffixes.

9.3.2 Analysis of the attack on general input-repeating branching programs

For general branching programs that are c-input-repeating, Algorithm 9.2 works as-it-is, except
that the dimension p of the matrix V grows exponentially in c. We refer to this attack as “advanced
zeroizing attack”, meaning that the algorithm still works on evaluations of zeros, exploits the rank
of some matrix V, but uses more complicated analyses.

Additional background on tensor product. We recall some equations from [CLLT17, ADGM17]
that are useful for switching the order of matrix productions.

For a matrix A = (a; | ... | an) € R™™, let vec(A) = (af | ... | aTTn)T € R(")x1 denote the
vectorization of A by stacking the columns one over another. For matrices B, C,D, E, F with
proper dimensions, we have

vec(B-C-D) = (D’ ® B) - vec(C) (33)
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Let G be a column vector, the dimension of E be d; x dg, the following equation holds:

vec(B-C-D-E-F-G)= (vec(E)" ® B) - (F @ I9xd @ C) -vec (GT ® D) (34)

The analysis for 2-input-repeating branching programs. We start by analyzing Algorithm 9.2
on 2-input-repeating branching programs. For simplicity we assume h = 2/, the input bit se-
quence is “1,2,...,¢,1,2,...,0”, i.e. w(x) = x | z. The obfuscation scheme from Section 9.1 uses
commutative bundling scalars, but we will not take advantage of the commutativity. The original
scheme from [GGH15, Section 5.2] uses R = Z[X]/(¢#(X)) as the base ring. Here we assume the
base ring is Z and again we will not take advantage of the discrepancy.

The structure of V. Recall from Algorithm 9.2 that the ¢ input bits are partitioned into two
intervals [(] = X | Y = [1,v] | [v + 1,4, let the corresponding BP steps be partitioned into 4
intervals [h] = X1 | V1 | Xo | Vo= [Lv] | [v+ 1,4 | £+ 1,0+ V]| [£+ v+ 1,2{], where the steps
in X, A, are controlled by input bits in X, the steps in ), s are controlled by input bits in ).
Denote w () = (x| y0)) = 2l |y | o{ | 4.
Express v("/) € 7 as the evaluation result on input u(*/) = () | 40 s.t. f(u()) = 0:
Ay Dyt
= szgi) Sygj)swgq,)Hygj) +szgi) SyY)ng’)Dyéj) + Jsajgi)Hygj)Dwgi)Dyéj) +JH$§i)Dy§j)D$gi)Dyéj)

(vec(gwéf,))T ® (‘]S:cg“)) - vec (Hyéj)T ® gyy)) + (Vec(ngi))T ® (JS¢§)>) - vec (Dy;j)T ® Sy;n)

+ (vec(D (i))T X (JS (i))) - vec (D (j)T ®H (j)) + (vec(D (i))T ® (JH (i))) - vec (D (j)T ®D (j))
T3 T1 Y2 Y1 Ty Ty Yo Yy

where the meanings of subscripts of S, D, H are defined analogously as was in Eqn. (24) in the
read-once setting. The third equality follows Formula (34) by setting the C, F components in

Formula (34) to be identity matrices with the correct dimensions.
Expressing Eqn. (35) as the inner product of two vectors (like what was done in Eqn. (27)) gives

(vec(gwgn)T ® <J§$§)> | vec(H$;7z>)T ® <J§$§)> | VeC(D$(2i))T ® (ngﬁ)) | vec(Dwy))T ® (‘]Hm§>))

i=x()

T A
vec [H S G
g ) ® yp;

vec (D 7' @8 (36)
Y Yy
vec Dy;wT ® Hyy‘)
vec Dygn ® Dygn
=y ()
The dimensions of the 4 sectors in the x(9) vector are, from left to right, t3,t2-m,t-m?2, m>. So as

for y¥) from top to bottom. Let p > 3 4 2 - m + t - m? + m?.
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The matrix V = (v(#7)) can be expressed as
oD p(Le)

V.= = x(@ S [N
) pee)

where X; = vec(g )T ® (JS (i)) € 7<) vy, = ( ’ vec (HymT ® Sym) ‘ ) e Z(t)xp;
Ta Ty 2 1

Y,
X4) 1 Y | ey

analogously for Xy, X3, X4, Y2, Y3, Y,

Intermezzo. We can of course continue analyzing the ranks of every piece of X1, ..., X4, Y1, ..., Yy,
and their dependency on the underlying branching program I', like what we did in the read-once
setting; but it will constitute a significant blowup in the length of this article.

Instead, we follow the analysis strategy mentioned in Remark 9.6. First observe that (w.h.p.
under the linear independence heuristics)

e The ranks of Y3, X4, Y, are independent of the branching program I';
e The ranks of X3, X1, Y1, X3, Y3 depend on the branching program I'.

So we claim it suffices to dig into the X3 - Y3 component. Informally, the goal is to show (1) the
“rank-gap” can be produced at X3; (2) the rank-gap will not be vanished in the other components
so that it is detectable from V.

Claim 9.8. There exists a pair of functionally equivalent 2-input-repeating BPs I'"), I'X) such that
the following conditions hold with high probability,

1. Let A := rank(Xél)) rank(X x( )) then A > 0;
2. rank(V) — rank(V©) > A,

where Xéb), Véb) are defined in Eqn. (37) obtained from the obfuscation of r® using the construc-

tion in Section 9.1.

Similar to the read-once setting, all the heuristics are about linear independence.

Justification of Claim 9.8.1. We start from analyzing X3, Y3. Recall that

X3 = VeC(Dm(i))T & (Jsm(i)) S pr(t'mQ), Y; = ( ‘ vec (D (j)T ®H (j)) ‘ ) € Z(t~m2)><p
2 1 Y2 Y1

(38)
We first claim Y3 is full-rank w.h.p., since the 4t column of Y3 is the vectorization of D7, b ®

H yag which by itself is a tensor product of two random’ish matrices. The columns are hkely to be
hnearly independent due to the different Dy< 5 and Hy(] y across different js.
2 1
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The rank of X3 though is I'-dependent.

VeC(DIu))T (24 (J . diag (aw(l)M‘z(l),Oéw(l)Rx(l),Oé;;(l)waw7 Oz;(l)R;(l)) . diag (Ky, K,l,))
X3 =

z(P)

vec(Dmgm)T ® (3 - diag (@ My, @i Ry, o, 19X o/ R! ) - diag (Ko, K',)) -
VeC(Dwgl))T [ (aa:(l)rJMm(l) | olxn ‘ a;(l)rfj | 01><n) 2 2

- : (Im XM @ diag (KV,K’,,))

vec(Dmgm)T ® (azmrJMm(p) | oixn | o ot | 01><77,>

Since <Im2 xm? o diag (K,, K’ l,)) is non-singular, we get

vec(ngl))T ® (Oéxu)I‘JMm(n | a;<1)ri,>
rank(X3) = rank (40)

T / /
VeC(DIgm) ® (%mI‘JMm(p) | 0495(,3)1{1)

=:Cezpx(m?-2w)

The analysis of the C matrix in Eqn. (40) bears similarity to the analysis of Eqn. (30). First we

T T

observe that the rows vec (Dx<1>) through vec (Dx(p)) are random’ish and likely to be linearly
2 2

independent. We therefore focus on the I'-sensitive component which is

/ /
a,mryM ) | a oy
B := e Zw)xp (41)
/ /
0TI M) | & ()T

Now we choose two branching programs I'®), T(1) so that the resulting B matrices, denoted
as B and BM, have different ranks.

Example 9.2. Let h = 2/. Given the target sets Py, P; specified in Eqn. (17), T(?) simply sets all the
matrices to be identity, i.e.

0) _ 0) _ [wxw .
s {{Ml’b }ie[h],be{o,l} ’PO’Pl} ’

Let N € {0,1}"“** be an non-identity permutation matrix. T(}) differs in two matrices from I'(®):

)

™ I v = N MY =N I MY — quxw .
{ LT { ub }iE[Lh],b€{071}7(ivb)§é{(171),(€+1,1)} For P

Both I'(®), 0(1) represent all-0 functionality.

The p? inputs are chosen as follows. For the prefixes {z! 3 clol’ let () = 1] 0", Let the rest
be arbitrary from 0 | {0, 1}”~L. The suffixes {y\/) }j [y 2re arbitrary from {0, 11477, So that for I'¥)

the resulting M%) = . = M© — I, whereas for I'D), M(l)1 =N, M(ll — =MW —1
g (0 (1) ©) (

x(l)_' xT xp) -
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Here is a comparison of the resulting B matrices

/ / / /
ary | o) amrsN [ agory
!/ / !/ /
BO — [ @@y | &y T B = | %@y | Ty (42)
)
! / | ! /
Qunty | & T Ay T ] QT

So rank(B(®) = 2, rank(B™") = 3. Therefore w.h.p. (over the randomness in D 1) ... D ,))
T2 T2
rank(Xgo)) = rank(C() = 2.m?, rank(Xgl)) = rank(CM) = 2-m? + 1. Hence A = 1.

Justification of Claim 9.8.2. For the branching programs T'®) and T'(!) we choose, the matrices

controlled by input bits in ) are the same, so the properties of the resulting {Y,go) }k " are same
€

to {Y,(:) }k . (in other words the Y components do not cause the rank difference.) For the X;
€

and X, components, following the similar analysis from X3, the ranks of Xgl) and Xgl) are larger

or equal to the ranks of Xgo) and Xgo)'
Our experiment shows that when p > 3 42 . m +t - m? + m?, rank(VD)) — rank(V(®) = 1.

Extension to c-input-repeating BPs.  For single input oblivious branching programs with c-
input-repetitions (i.e. h = c- ¢), the rank method still applies when ¢ > 2. However, p (the dimen-
sion of V) grows exponentially with ¢ when converting the evaluation formula into 2-partition by
recursively applying Formula (34). So the running time of the attack is poly(m, )¢ = poly (A, ¢)°
where ) is the security parameter, £ is the input length.

10 Witness Encryption Candidate

In this section, we present a witness encryption candidate for all of NP [GGSW13]. As mentioned
in the introduction, our candidate relies on the observation from [GLW14] that to build witness
encryption for general NP relations, it suffices to build witness encryption for CNF formulas, and
that we can represent CNF formulas using read-once Type I branching programs.

10.1 Definition
We recall the definition of witness encryption from [GGSW13].

Definition 14 (Witness encryption [GGSW13]). A witness encryption scheme for an NP language
L (with corresponding witness relation R) consists of the following two p.p.t. algorithms:

Encryption. Enc(1*, U, ;1) takes as input a security parameter 1*, an instance ¥ € {0, 1}P°¥(%), and
a message i € {0, 1}, outputs a ciphertext ct.

Decryption. Dec(ct, x) takes as input a ciphertext ct and string = € {0, 1}P°Y(Y), outputs a message
p or the symbol L.

These algorithms satisfy
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Correctness. For any security parameter ), for any i € {0, 1}, and for any ¥ € L such that R(V, z)
holds, we have that
Pr[Dec(Enc(1*, W, 1), z) = p] > 1 — negl(\).

Soundness. For any p.p.t. adversary A, there exists a negligible function negl(-) such that for any
U ¢ L, we have

Pr[A(Enc(1}, ¥, 0)) = 1] — Pr[A(Enc(1*, ¥, 1)) = 1]| < negl(\).

10.2 Construction

To build a witness encryption scheme for all of NP, it suffices to build one for the class of CNF
formulas. We present a candidate for witness encryption based on the read-once Type I branching
program for CNFs.

Construction 10.1 (Candidate witness encryption). We construct a candidate witness encryption
scheme for the class of CNF formula as follows:
Encryption. Enc(1*, ¥, i) proceeds as follows:

e Apply Construction 6.4 on the CNF V¥ (of w clauses with h literals) to obtain a read-once
matrix branching program {M,; € {0, 1}*"*}, ) g 4y for the CNE

e Append p to the bottom-right of {M,;}, e[h] befo,1} to obtain

{ éb _ <Mi,b ) c {07 1}(w+1)><(w+1)}
’ H i€[h],be{0,1}

such that for all x € {0,1}",

w X w
0 ) ifo(x)=1
W
M, =

) 70 ) if U(x) =0
I

e Set the parameters n,m,q,B € N, 0 € R" s.t. t = (w + 1)n, and the rest according to

Remark 10.2. Sample {Sz’,b — D%;” A, U (ZZX”) and compute

}ie[h],be{o,l}'
(AOa {Di,b}ie[h}’be{071}) — ggh'enCOde(’Y®’ {M;vb}ie[h],be{o,l} ) {Si7b}i€[h}’be{071} 7Ah7 U)
and output

ct = (JAO’ {Di:b}ie[h],be{0,1}>

where J = 11x(w+1) @ [nxn,
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Decryption. Dec(ct, x) takes as input a ciphertext ct and string x € {0, 1}".

e If ¢t cannot be parsed as (JAO, {Dis} ) or ¥(x) = 0, outputs L.

i€[h],be{0,1}
e Else, outputs 0 if |[JA( - Dx|| < B, and 1 otherwise.

Remark 10.2 (Parameters). The parameters n,m,q, B € N, 0 € R™ are sampled under the follow-
ing constraints for correctness and a hope of security (i.e. not for security reductions but matching
the existing safety mechanisms). m = Q(tlogq), o = Q(y/tlog q) for trapdoor functionality due to
Lemma 3.10 and Lemma 3.11. n = Q(Alogq), x = D, /5 due to Lemma 3.9 and Lemma 3.8. The
noise threshold B is set according to Lemma 5.3

B>(w+1)-h- (moQ- n(w+1))h2 (w+1)-h- ((w+1))\log2q)2'5h,

Lete € (0,1). ¢is chosen s.t. ¢ > B-w(poly())) for correctness, ¢ < (o/A)-2"" " due to Lemma 3.8.

10.3 Relation to existing attacks

First, we note that using 7¢-GGH15 encodings is necessary to prevent the subtraction attack in
Section 9.3.1. All existing attack strategies on 7g-GGH15 encodings as used in our candidate
require encodings of zeroes, which are not readily available in the witness encryption setting.

Remark 10.3 (candidate with 7gj5g). A natural question is whether there is a candidate witness

encryption scheme based on the 74jag-GGH15 encodings. Namely, each S; 5 possibly looks like
M

( i, Si,b> where the CNF and message are potentially represented by {M;’b}ie[h],be{o,l}. We

do not know of such a candidate; naively substituting v4;.5-GGH encodings into the above candi-

date yields a witness encryption scheme that is susceptible to the subtraction attack.

11 Indistinguishability Obfuscation (iO) Candidate

In this section, we present an iO candidate for general Type I branching programs (cf. Def 6).

The basic idea is to start with our witness encryption candidate, that is, we apply the Ygdiag-
GGH encodings to the matrix branching program representing our input circuit f. To prevent
the advanced zeroizing + rank attack (cf. Section 9.3), we will pad the branching program with
identity matrices so that it is (A + 1)-input-repeating. To prevent mixed-input attacks, we add
“bundling matrices” whose subset product is 0 iff the inputs are well-formed.

11.1 Construction

We start with a Type I branching program I' = {M; ; }, elhbefo1} We assume that it reads the bits

inorder 1,2,...,4,1,2,...,¢and so on. WLOG, we may assume that I is () + 1)-input-repeating
by padding with identity matrices on the right.

Construction 11.1 (candidate iO). We construct a candidate iO scheme for the class of (A + 1)-
repeating Type I branching programs as follows:
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Obfuscation On input {M,; € {0, 1}“’“”}2.6[}4 be{0,1} where h = (A + 1)¢,

e Sample bundling matrices {R;}, elh],bef0,1} AS follows. Each R, € 72720t will be of
the form diag(RElb), e ,Rgb) ) where

(D if (i) # &
R = (Rg’? Im> S if 1(i) = kand i < M\
Inxn . . .
( f{,(fk) ) Rl(c?&b o Rl(cl?(/\_l)&) if (i) =kandi> M\

In particular, for all x’ € {0, 1}",
(11><2£ ® Ian) Ry - (12Z><1 ® Inxn) = Q" — ¥ ¢ w({o, 1}6)

e Set the parameters n,m,q, B € N, 0 € Rt s.t. t = (w + 2nf) - n, and the rest according

to Remark 11.2. Sample {Sz‘,b «— D" and compute

}ie[h],be{o,l}

J = 11><(w+2né) ® xn

g . M, ® S,y
Wb Ry ®8S;y
L = (1(w+2n€)><1 ® Inxn)

In particular, for all x’ € {0, 1}",
0 if f(x) =1,x' = w(x)
J-Sp - L={#0 if f(x) = 0,x' = w(x) since My # 0
#0 ifx' ¢ w({0,1}*) due to bundling matrices

e Sample A}, < U (ZQX”), all the error terms E; ;, from Dy , with the corresponding di-
mensions. Compute and output

Aj:=JAgczZ™™
Dy A5 (Sip-Ai+Eip) €2 i=1,...,h—1
Dy AL (Shp L Ap + Eyy) € 25"
Evaluation Output 1if [[A; - Dgy)llec < B, and 0 otherwise.

Remark 11.2 (Parameters). The parameters n,m,q, B € N, ¢ € R* are sampled under the follow-
ing constraints for correctness and a hope of security (i.e. not for security reductions but matching
the existing safety mechanisms). m = Q(tlogq), o = Q(y/tlog q) for trapdoor functionality due to
Lemma 3.10 and Lemma 3.11. n = Q(Alogq), x = Dy, /5 due to Lemma 3.9 and Lemma 3.8. The
noise threshold B is set according to Lemma 5.3

h
B> (w+2nl)-h- <m02 -/ n(w + 2n£)0>

Lete € (0,1). gis chosens.t. ¢ > B-w(poly())) for correctness, ¢ < (5/A)-2*'"* due to Lemma 3.8.
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11.2 Discussion

As with the witness encryption candidate, using s is necessary to prevent the subtraction attack;
in particular, the bundling matrices {R;;} themselves do not prevent the subtraction attack.
Next, we need input-repetition to prevent the rank attacks in Section 9.3.2.
Finally, we need the bundling matrices to prevent mixed-input attacks:

e A difference from previous candidates is that we embed the bundling matrices into the di-
agonal (as opposed to a product or a tensor with the M, ;’s); another is that the product of
the bundling matrices is 0 instead of the identity.

e Note that the bundling matrices {R;} also interacts with {S;;} to prevent subtraction at-
tacks on the bundling matrices.

Remark 11.3 (variants with additional randomization). For both the witness and iO candidate,
we can append a random small S, € Z"*" to the bottom right of S;;. For functionality, in the

iO candidate we will need to modify the right-bookend L to be (1(w+220x1 | 0)T @ I"*"; in the

VE),

witness encryption candidate let A, < < gnxn

11.3 Sanity check

We make a sanity check to ensure that the candidate is not trivially broken by making illegal
evaluations (i.e. by the subtraction attack or the mixed-input attack).
Observe that for all x' € {0, 1}", with high probability over the randomness of the encoding,

0-Sx if f(x) =1,x' = w(x)
J-Sy L=1{(#£0)-Sy if f(x)=0,x" = w(x)since My # 0
(#£0)-Sy ifx' ¢ w({0,1}) due to bundling matrices

Here, the # 0 constants above have low-norm and depend only on x’ and either I or the bundling
matrices (and not the S; ;’s).
Now, consider an extremely restricted adversary that instead of seeing A ;, {Divb}ie[h],be (0.1}
only gets oracle access to
x LAJDxpr .

Note that such an adversary can already implement the subtraction attack and certain mixed-input
attacks but not the rank attack and other zeroizing attacks. Observe that

o if f(x) =1,x' = w(x)
LAJDX/“p = L(;ﬁ 0) : Sx’Ah—|p if f(X) = 0, x = W(X) since Mx/ 75 0
[(#0) - Sx Ay, ifx" ¢ ({0, 1}%) due to bundling matrices

By the security of the BLMR PRF with A}, as the seed, we can computationally simulate the output
of the oracle on input x’ (given oracle access to f) as follows:

e 0" if f(x) =1,%x = w(x)
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o U(Zy*") otherwise

Of course, assuming the adversary only gets the rounded output is unrealistic. Indeed, security
against such adversaries provides no indication whatsoever about the security of the iO candidate.
Nonetheless, proving security against these extremely restricted adversaries constitutes a useful
sanity check against the subtraction attacks and variants there-of. As mentioned in Section 1.4, we
believe that an important open problem is to understand security against adversaries that get the
output without rounding.
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A Attacking the iO candidates based on GGH13

The similar analysis techniques mentioned in Section 9 can also be used to extend the previous
attacks on candidate branching program obfuscators based on GGH13.

A.1 A distinguishing attack for iO candidates using GGH13

We demonstrate a distinguishing attack for the iO candidates built from the construction in Sec-
tion 9.1 using GGH13 graded encoding scheme [GGH13a]. As mentioned in the summary in Sec-
tion 9.2, our attack improves upon [CGH17] in terms of the type of BPs (remove the input-partition
requirement), upon [ADGM17] in terms of the ability to handle the diagonal paddings.

Conceptually, the attack also use the some identities of the matrices collected from evalua-
tions of zeros, but this time (i.e. for GGH13) we use the eigenvalues instead of the rank as the
distinguishing factor.

A.1.1 Brief recap of GGH13 in the context of branching program obfuscation

Let L = Z[X]/(¢m(X)) where ¢, is the m'" cyclotomic polynomial. K = Q[X]/(¢ (X)) be the
fractional field of L. The core secret parameter in the GGH13 encoding scheme is a small g € L
(sampled from small Gaussian distribution), such that the inverse g~! € K is also small. Let
7T = (g) = g - L be the ideal generated by g in L. The plaintext space of the GGH13 is the quotient
ring R = L/Z, and we typically choose g so that this plaintext space is isomorphic to some prime
field F,,. Other parameters of the scheme are an integer modulus ¢ > p and the multi-linearity
degree « (which are public), and a random secret denominator z € L/qL (which is kept secret).
Plaintext elements are encoded relative to levels between 0 and .

The encoding of s € R at level 0 is a short representative of the coset of the ideal shifted by s,
ie. ces+1, | < ¢+, To encode at level i, compute ¢/2z* (mod q). The zero-test parameter
is p; = n-2" /g, with ||n|| < ¢*/2. Additions and multiplications are simply adding and multiplying
the encodings in L/qL, with the restrictions that correctness only holds when adding on the same
level, or multiplying below the maximum level . To zero-test, multiply the (potential) top-level
encoding ¢/z" by p.; (modulo ¢). If ¢ encodes zero then ¢ € Z, hence ¢ = ¢ - g, and therefore
¢ - pz+ = nc, which is small since both 1 and ¢ are much smaller than q.

When GGH13 is used in branching program obfuscation (cf. Section 9.1), we set x = h. Each
matrix Sz’,b € R™! from Eqn. (20) is encoded (entry-wise) on level 1. The bookends J, L are merged
into the first and last matrices. p.; is merged in the first matrices. Denote the resulting matrices as

{Cl,b = Pt (J X SLb +g- El,b) /z € LéXt
{Ci,b = (gi,b +g- Ei,b) /z € Ly

{Ch’b = (Sh,bL +g- Eh,b) /z € LZ“}

}be{o,l}

}ie[Q,h—l],be{O,l} (43)

be{0,1}

The obfuscated code consists of {Ci»b}ie[l npefo1y: 1O evaluate on = € {0,1}¢, compute v(z) =

Co(z) € Lg output 0if [[v(z)|| < ¢'~1/#+3), 1 otherwise.
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A.1.2 The attack algorithm and analysis

The attack algorithm follows the steps from [CGH17] in the 3-input-partition setting, and use the
formulas from [ADGM17, CLLT17] to convert the input-repeating programs into input-partitioned.
The attack from [CGH17] runs the following 3 steps:

1. Compute the determinant of some matrix to recover a basis of the ideal Z.
2. Extract the ratio of bundling scalars from the eigenvalue of some matrix mod 7.
3. Use the bundling scalars to conduct a simplified annihilation attack [MSZ16].

If you are willing to spend classical subexponential time or use a quantum computer, then
from a basis of 7 obtained from Step 1, you can find a short generator of Z [BF14, BS16, CDPR16]
and break GGH13 completely, instead of continuing with Steps 2 and 3.

In the input-repeating setting, we can finish a classical polynomial time distinguishing attack
in 2 steps. The simplification comes from the fact that there exists functionally equivalent input-
repeating permutation BPs with features that are detectable in 2 steps; whereas for input-partition
permutation BPs, such a distinguishing feature does not exist due to [CGH17, Lemma 2.2].

Similar to the situation in GGH15, our analysis uses heuristic assumptions on the the linear
independence of matrices resulting from the products of Gaussians.

Attack for 2-input-repeating branching programs. We start from 2-input-repeating branching
programs. Assume h = 2/, the input bit sequence is “1,2,...,¢,1,2,....,0”7, ie. w(u) = u | u. Let
p = t3 (recall from Eqn. (20) that t = 2(w + n)).

In the attack we need to partition the £ input bits into 3 intervals for several times (note that
the boundaries of the partitions are not necessarily fixed across different steps in the attack; we
will clarify the restrictions on the boundaries every time.) Denote the partitionas [¢(|] = X | YV | Z;
let the corresponding BP steps be partitioned into 6 intervals [h] = X | V1 | 21 | A2 | Do | 22
where for W € {X,), Z}, the steps in W;, W, are controlled by the input bits in V. Denote

() = @@ [0 | 20) = |17 217 ) g | 24

A subroutine in the attack. The real attack uses following subroutine. The similar subroutine
appeared in [CHL"15, CGH" 15, CGH17, CLLT17] in the context of attacking GGH13 or CLT13.

Algorithm A.1 (A subroutine). Given as inputs the obfuscated code {C;}, €[1,h)pe{0,1y, P Prefixes
{x(i) }Z el @ single string y(*), and p suffixes {z(k) } relol’ The subroutine evaluates the obfuscated

code on p? inputs of the form {u("**) 3 clol Output a matrix V) € L™ whose (i x k)" entry

A k€E[p]®
iS U(Z’*’k) = Cw(u(i,*,k)).
Analysis of the subroutine. We open up each v(***) obtained from Alg. A.1.
’U(i’*’k) = C (3) -C (%) -C (k) -C (i) -C (%) -C (k)
zy % 1 Z2 Y2 %2

(44)
= (vec(C (i))T ®C (i)) . <C o @I e C (*)> - vec (C wl®C (k))
T Zy Y2 Y1 %2 #1
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where the subscripts slightly abuse the subset product notation, similar to the notation convention
used in Eqn. (24) (i.e. Cym = ]_[P:]ll‘ C Lig etc.) The second equality follows Formula (34).
1 vy,

If Vi € [p], k € [p], u®*F) is the zero of the function, then Eqn. (44) holds over L (not only over
L,). Therefore we have

o) (e
v .=

plesl) o (pxp)

(45)

= |vec(C )" ®C_ | - (C - It C <*>) | vee(C)T @ C i | ... | e LP7P
2 1 Yo Yq 2 1
- =Y eLpXxp
=XeLrXp =ZecLrXp

Claim A.2. X, Y™ and Z in Eqgn. (45) are non-singular over L heuristically.

First we check the singularity of Y® = Cy(*) ® It ® Cy(*), which is a tensor product of 3
2 1

square matrices. If both Cy(*) and Cyw are non-singular, Y® is non-singular. So we take a closer
2 1
look at Cy(*):
1

%1 1]
Cyi” - H Cu+i,y§*) B H (SV+i,y§*> t9 Eu+i,y§*)> (46)
i=1 i=
We claim that each E | Lig® € LY matrix is non-singular whp, since each entry of the matrix is

sampled independently from the Gaussian coset of a fixed value with sufficiently large width; the
independence holds across these E matrices. So the product is still non-singular whp.
The observation from Eqn. (46) in fact holds for all Cym, C ), C_m, C ), C_x), due to the
2 z 1 T2 %2

g - E components. In other words in analyzing the rank of these matrices over L, we do not need
to worry about the S components. This immediately justify the non-singularity of Y.

For X, each row is a tensor product of 2 random’ish row vectors where the randomness come
from the g - E components; then we use the heuristics about linear independence across rows and
columns similar to the analysis for GGH15. The same methodology applies to Z.

The running example. To assist the description of the rest of the analysis, we give the running
example of I'®) and '™ first.

Example A.1. For r € [{] such that log(p) < r < £ —log(p). Let N be a non-identity permutation
matrix. Here are two BPs that compute the O-function:

r® o: I...I I I..1I I...1 I I...1
1: I...I I 1I..1 I...1 1 I...1
1
r™og: I...I 1 1I...1 I...1 I_1 I...1 “7)
1: I...I N I..1I I...1 N I...1
BPSteps: 1...r—1 r r+4+1...6 {+1..44+r—1 £4+r L4+r+1...2¢
input bits: 1...r—1 r r+1...4 1...r—1 r r+1...¢

Looking ahead, when the input bits are partition as [¢(] = X | J | Z in the attack steps, the
boundaries of the partitions are different across steps. In the first step, the 7" bit does not live in
the Y interval; in the second step, the rth bit does live in the ) interval.
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Attack Step I: recover the ideal (g). Step I borrows the idea from [CGH17, Section 3.1]. We select
a 3-partition [¢(] = X | Y | Z such that | Y| = 2, | X|,|Z| > log(p). The r** input bit does not live in
Y and is fixed at 0. We set y(!) = 00, y@ = 10, 4 = 01, y» = 11. Then form a matrix so that
computing its determinant reveals an element in (g). Note that this step does not concern whether
the underlying program is T'®) or I'™) since we fix the 7 bit of input u as 0.

Algorithm A.3 (Step I). Given the matrices {C;;}, €[,k be{0,1} the algorithm proceeds as follows

1. Select a 3-partition [¢(] = X | Y | Z such that |Y| =2, X = [1,v], Z = [u, 4], |X|,|Z]| > log(p).
We assume the " bit lives in Z and is fixed as 0.

2. Randomly pick p prefixes {z() € X},_ ., p suffixes {z}) € Z}, Lol

€lpl
3. Set y() =00, y@ =10, y® =01, y®* = 11.

4. For j € [4]: run Alg. A.1 on {Civb}ie[l,h],be{(),l}r {x(i)}z‘e[p}' y), {Z(k)}ke[p]’ denote the output
as V),

vl v©) vl o 5%
5. Compute Wy := <V(3) V(4)>;WD = < 0 V(4)> € LaP*=p;

6. Compute W := Wy - W' € K2%%,
7. Compute d = det(W) € K, output its numerator as dy € L.

Claim A.4. Let n’ be the dimension of the basis of Z. Let {d;},¢o(. be the outputs by running
Alg. A3 for O(n’) times. We claim that each of d, is in the ideal Z, therefore taking the gcd of
{dr} [0y it is likely to recover a basis of .

Justification of Claim A.4. We analyze the matrices Wy, Wp

XYWz Xy®@z X 0 YD v® Z 0
Wi = <XY<3>Z XY<4>Z> - (0 X> ' <Y<3> Y<4>> ' <0 z) 48)
XYMz 0 X 0 YD o Z 0
Wo = < 0 XY(4>Z> - (o X> ' ( 0 Y(4)> ' (0 z> 49)
. . X 0 Z 0 . .
Following Claim A.2, whp ( 0 X)’ < 0 Z> are non-singular over L, therefore Wp is non-

singular. Hence we can continue with W := Wy - W',

wo (X 0) (YO YO\ /z 0\ ((X o) (YO 0\ (Z 0\\"
o X/ \Y® v® 0 Z 0 X Y® 0 Z

X 0\ /YD Y@\ /y®d o \!

(0 %) (o 3) (o )

Therefore

(50)

YO o \!
0 Y(4)> (51)



So far we have been analyzing the properties of matrices over L and reach the conclusion that
to compute det(W), it is enough to understand the Y components. Now we start analyzing the

properties of {Y()} jepg mod Z:

YW =C ,@I"'®C ;=8 ;) @I"'®8§ ;, (mod I) (52)
Ys Y1 Ys Y1

Here S e and S 4 are products of the S terms defined in Eqn (20), which means the resulting
S o and S 0 contaln two blocks on the diagonal, one for the “functional branch” and the other

for the “dummy branch”.

If we analyze the property of Y in Eqn. (52) faithfully, it will constitute a 51§n1f1cant blowup
in size of the equations. Instead we will ignore the “dummy branch” and the I'** term for now,
and focus on the term

_ R )
YO = (a o KL% Kepwr ) o (00 w1 (T K, (53)
(J) Z—O—V M ) l+pu—1 ng) v M ) p—1

Yo Yq

The readers can verify that Y/) can be set as a diagonal block of Y ) after a few elementary linear
operations, i.e.

. 4]
YW = U, - (Y *(j)> -Ugr (mod I). (54)

where Uy, U are elementary matrices that do not depend on j.
We claim that the analyses of Y/) below suffice to justify Claim A.4. Now we dig into Y/):

y _ R » R o
Y(]) - ayéj) . aygj) (Kﬂ—&y KV 1) ’ (( y2j Iw><’w> ® < yl] Iw><'w>) ’ (KZJF/‘*l ® Kp‘fl)
—_———— ~

:=I(,j1 =K, 1

_ <f{y<j> ) . (R(t2w)x(t2w) )

(55)
Putting together all the 4 pieces {?(j )} " gives
jEM
5 v 7@
Y= (§(<3> {(<4>)
-~ (R - - (R, .
ayél) . ayil) . Kl/ 1 . ( y(l) waw) . Ky.—l CMUQZ) . aygz) . Kl/ 1 . ( y(Z) waw) . K[,L—l
- =~ 1 (R = -~ (R ~
augs) . ayig) . KV 1 . ( y(J) waw) . Ky.—l al/§4) . ale) . KV 1 . ( y(4) waw) . K,LL—I (56)

R (1) R (2)
- . Yy . Y ~
- (K;l ) Br+1,008v+2,0 ( waw) Br+1,1Bv+2,0 < oxw (Kkl )
- K;') R R ' K,
Bu+1,08v+2,1 - ( y® waw) Br+1,1Bv+2,1 - ( v® waw) ot

=Q

where the third equality follows Eqn. (19).
Claim A.5. det(Q) = 0 (mod Z), therefore det(Y) = 0 (mod Z), therefore det(W) = 0 (mod Z).
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Justification of Claim A.5. Taking the following 2w x 2w blocks out of Q:

Br+1,080+2,01°""  Bui1,1Bu+2 Owaw>
= ’ ’ ’ ’ 57
Qs <Bu+1,06u+2,11wxw Br+1,18u42,1 1% 57)
Given that Qg is singular, so det(Q) = 0 (mod Z). Therefore det(Y) = 0 (mod Z).
(1) 2) -
Then <¥ 3) z( a )18 singular mod 7 since Y can be set to its diagonal block after elementary

linear operations, following Eqn. (54).
1 1 2

Finally we observe that <Y(() ) v ¥E3; gi 4;>
is singular mod Z but non-singular in L. Therefore det(W) is an non-zero element in Z. This con-
cludes the verification of Claim A.5.

Now Claim A 4 follows by repeating Alg. A.3 several times with different partition boundaries,
then we can take the GCD of the resulting det(W) values and whp get a basis for 7.

Note that if we follow strictly from Alg. A.3, what we get in the reality is Z¢ for some poly-
nomial d (which means the value of d can be guessed in polynomial time). This can be fixed by 2
methods (1) Computing det(W) instead of det(W), where W is a (2p — d + 1)-by-(2p —d + 1) block
of W. Our experiment indicates that det(W) lives exactly in Z. (2) When 7 is a prime ideal, it is
easy to find Z from Z%: The norm of Z¢ is norm(Z)%, and p = norm(Z) is a prime integer, and we
can find p from p?. The Kummer-Dedekind theorem let us compute all the ideals of norm p in X,
and one of these ideals is 7.

is non-singular both mod 7 and in L, while det (

Attack Step II: distinguishing T'(®) and T, Step I still follows the idea from [CGH17, Sec-
tion 3.2], but this time we use a feature from the characteristic polynomial of some matrix to
distinguish T'®) and T™ directly, instead of getting the bundling scalars from the roots of the
characteristic polynomial and use them in another painful step.

Algorithm A.6 (Step II). Given the obfuscated code {C;;} of one of T'®), M), a basis

of Z obtained in Step I, the algorithm proceeds as follows

1€[1,h],be{0,1}

1. Select a 3-partition [(] = X | J | Z such that ) contains only the r** input bit (therefore X
and Z are determined).

2. Randomly pick p prefixes {z() € X'} p suffixes {2V € Z} el

i€lp]’
3. Set y® =0, y(© =1.

4. For j € {5,6}: run Alg. A.1 on {Ci’b}ie[l,h],be{o,l}’ 0, {x(i)}ie[p], yl9), {z(k)}ke[p], denote the
output as V1),

5. Compute the characteristic polynomial of V(®) . (V) ~ (mod 7), factorize the polynomial.
If there exists a factor of multiplicity > 2w? - t, then it is T'(?); otherwise it is T(1).
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Analysis. Let x(M) denote the characteristic polynomial of a square matrix M. We have

X (V(G) , (V<5>)‘1> X (x-Y“‘) 7. (X.Y(5> .z)_l>

X .Yy® . (Y(5))71 ~X_1>

I
=

(58)
1
=X (Cyés) ®1™'® Cyﬁ‘”) ‘ (Cyé5> T ® Cy§5)) )

N . . -1
e Syf’)) . (Sygm @I ® Sygs)) ) (mod T)

(B Gp) ) ore (80 (5p) 7))

where the 1% and the 4'" equalities follow Eqn. (45).
For square matrices A, B, the set of eigenvalues of A ® B is the set of products (with multi-

Il
=
~/~
[0}
e
=}
®
(==

. . -1
plicities) of eigenvalues of A with those of B. We first analyze the eigenvalues of Sy(6) - (Sy@) :
1 1

X (Sygﬁ) : (Sy§5>>71> =X (ST,l : (s'r',0>71>

. 1 (M, -M} _
X (dlag (ar,l/ar,o K, ( ! o R, R’1> K1, ari/ang- K (
r,1 "

7,0

= Qr1/0ro - M’"’l’M;é X (om1/ang I
=X r,1/Cr,0 :th1 . R;é X r,1/ Qr,0 ;-,1 . R/;é

- . -1
Now we observe that o, ; /], is always an eigenvalue of S,© (Sy@) with multiplicity w.
K ’ 1 1

I

) 1)) @

The multiplicity of a1/, depends on the underlying program I'.
e If the underlying program is I'®, then M, 1 - M, é =I"*" then o, 1/ is an eigenvalue of
Sy@ : (Sy§5)> B with multiplicity w.
o If the underlying program is I'"), then M, - M, 5 = N # I, then ;.1 /a. is an eigenvalue
of Sy@ . (Sy§5)) - with multiplicity < w.

The similar argument can be made on Syf) . (Sy§5)) B

When we put everything together, in the calculation of final threshold multiplicity, one has
to take into account the correlations among the scalars. Following Eqn. (19), 8, = a,p0qrp =
oy 104 0 € {0, 1} So if the underlying program is 1), then 8,.1/8,0 is an eigenvalue of V() .

(VO) ! with multiplicity 2uw? - t. If the underlying program is I'1), then there is no eigenvalue of
VO . (V)™ with multiplicity > 2u? - ¢.

Extension to c-input-repeating BPs.  For single input oblivious branching programs with c-
input-repetitions (i.e. h = c- ), the attack still applies when ¢ > 2. However, p (the dimension of a
matrix in the subroutine) grows exponentially with ¢ when converting the evaluation formula into
3-partition by recursively applying Formula (34). So the running time of the attack is poly ()¢ =
poly(A, £)¢ where A is the security parameter, / is the input length.
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